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The dark web iceberg

Clear web/ Surface web

Part of the web accessible with a browser, 
indexed by traditional search engines
Examples: www.smals.be, www.rtbf.be,  
www.belgium.be, www.wikipedia.org... 

Deep web

Non-indexed part of web. Accessible with a 
traditional browser + address or credentials
Examples: Mails, SharepointsΧ

Dark web 

Part of web requiring specific tools 
(browser + network)
Examples:  Tor (The Onion Router), I2P, 
HyphanetΧ

Disclaimer: questionable distribution!

h
tt
p
s:

//
w

w
w

.d
a

s
h

la
n

e
.c

o
m

http://www.smals.be/
http://www.rtbf.be/
http://www.belgium.be/
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Technical part 

Business part 

Why 
was Tor created

How 
does Tor work
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WhoΩǎ 
active
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Who can observe you?

ISP
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ÅHacker
ÅwŜƭŀǘƛǾŜǎκŎƻƭƭŜŀƎǳŜǎΧ
Å(Foreign) Law Enf.

ÅISP
Å(Foreign) Law Enf.

ÅWebsite hosters
ÅAdvertisers (3th party)

Å(Foreign) Law Enf.
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Anonymity vs privacy

Anonymity: preserve who you are

ÅIdentity (post or mail address, phone n°Σ ƛŘΧύ

ÅIP address

ÅLocalisation

ÅISP

ÅTry to hide?

Privacy: protect what you do

ÅMessage content

ÅVisited servers (IP or domain name)

ÅBrowsing history:

ÅCurrent session or past

ÅThis website or other
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Client IP address

ISP

192.168.1.7

109.132.9.5

IP address is: 
ÅShared
ÅDynamic
ÅNot itinerant resistant

Information for website: (very) approximative location
Č Very limited

But: with IP + timestamp, ISP/Law Enf. can find "you"!
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Cookies

www.smals.be

GET /page1.html
ғƘǘƳƭҔΧ
</html>

GET /page2.html
ғƘǘƳƭҔΧ
</html>

Cookies: 
ÅInoffensive/passive (text) file
ÅDo not (usually) contain history, but Ids and preferences
ÅUnreadable by other websites
ÅUnreadable by intermediates όƳƻŘŜƳΣ L{tΧύ if HTTPS
ÅAllow to keep the session alive between clicks
ÅBut allow to link successive sessions
ÅΧŀƴŘ ƘŜƭǇ ǿŜōǎƛǘŜǎ ǘƻ ΨprofileΩ ǾƛǎƛǘƻǊǎ
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Third party cookies

My beautiful page

mysite.be/mypage.php

mysite.be
facebook.com

googleanalytics.com

Third party cookies:

ÅNot readable by main site (and vice-versa)

ÅFacebook cookie: same as on facebook.com 
(even if logged off!)

ÅAllow to track visitors on other sites with the 
same snippet

Å (Almost) no added value for visitors

Ad

cXense.com

Good news:

ÅEasy to disable (with almost no effect)

Å.ƭƻŎƪŜŘ ōȅ CƛǊŜŦƻȄ ƻǊ 9ŘƎŜΧ ōǳǘ ƴƻǘ (yet) by Chrome
ÅGood plugins available (GhosteryΧύ
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Fingerprinting

Goal: Bypass cookies decline  - Method: Collect (with JavaScript) as many details to build a "fingerprint"
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Local traces 

ÅMany traces about activity on a computer

ÅBrowsing history

ÅCookiesΩ content

ÅCache

ÅDownloads

ÅLogs

ÅDNS cache

ÅΧ

ÅCan be sensitive if computer is seized, lost, hacked

Χ
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Who can see what?

ISP/Access point * Website Trackers Other users

IP Client User identity (if registered) Approx geo Approx geo /

IP Destination Website: sometimes
Page: never

(na) (na)

Main cookies / Visitor tracking (on 
current website)

/ Activity history

3th party cookies / / Visitor tracking 
(on all sites using 
the same tracker)

/

Fingerprinting (na) Visitor tracking (on 
current website)

Visitor tracking 
(on all sites using 
the same tracker)

/

Local traces (na) (na) (na) Activity history

* Assuming HTTPS
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Why 
was Tor created

ÅWhat to protect? 

ÅHow to protect?
Å Is that enough?

How 
does Tor work

WhatΩǎ 
in there

WhoΩǎ 
active
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HTTPS

ÅAlmost unavoidable on modern browsers

ÅEnd-to-end encryption browser ă Ą web server

ÅEncrypt:

ÅContent

ÅHTTP headers

ÅCookies

ÅURL (Domain name + path)  Ą But DNS request was needed!

ÅDo not encrypt IP address (source/target)

ISP/Access point Website Trackers Other users

Anonymity / / / /

Privacy No access to content
Limited domain knowledge

/ / /
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Private browsing

ISP Website Trackers Other users

Anonymity / / / /

Privacy / No history between session 
Except:
- Fingerprinting
- Logged in

No history (except 
fingerprinting)

Limit history

Block 3th party cookies 
End of session: 
delete all cookies

Delete cache, form 
data, browsing history

Do not:

ÅMask IP address

ÅImpact ISP

ÅImpact some local traces ό5b{ ŎŀŎƘŜΧύ

ÅDelete downloads
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Virtual Private Network (VPN)

www.smals.be

VPN server
ISP

Encrypt:

ÅContent

ÅHTTP headers

ÅCookies

ÅURL

ÅISP: destination IP ÅTarget server: source IP (geo)

Same as HTTPS!
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Virtual Private Network (VPN)

ÅVPN usage: mainly a trust shift from ISP to VPN

ÅUseful if: 

ÅUntrustworthy ISP (abroad, public access point)

ÅNeed to bypass service or geo-blocking

ÅIn a corporate context 

ÅDoes not prevent HTTPS

ÅDoes not block cookies

ISP/Access point Website Trackers Other users

Anonymity Can detect VPN usage No access to IP 
or geo

No access to IP 
or geo

/

Privacy No more access to visited 
websites/services

/ / /
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Is that enough?

ÅHave to trust someone (ISP/access point or VPN)

ÅWith help of ISP or VPN, Law Enforcement can find a server or a user based 

on IP address & timestamp

ÅA lot of people need stronger protection:

Journalists Dissidents
Activists

Whistleblowers

Travellers Criminals!
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Why 
was Tor created

How 
does Tor work

Å Components
Å Onion pealing
Å Hidden services
Å Tails

WhatΩǎ 
in there

WhoΩǎ 
active
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Tor: 3 components

Tor browser (Firefox clone): do not 
keep any trace (cache, history, cookies, 

ŘƻǿƴƭƻŀŘǎΣ 5b{Χύ, limit JavaScript

Tor Network: +/- 8000 
volunteer nodes acting 
as relays

Onion/Hidden services:
 « dark web servers»

Connection to a clear site

Connection to a dark site

- 5ŀǊƪ ƴŜǘΥ ƴŜǘǿƻǊƪΣ ǇǊƻǘƻŎƻƭǎΧ
- Dark web: web content
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Tor: onion pealing

A

B
C

D

Next: C

Next: B

0110110

Dest: D
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Tor: onion pealing

A

B
C

D

Next: C

Next: B

0110110

Dest: D Next: B

Next: C

0110110

Dest: D
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Tor: onion pealing

A

B
C

D

Next: B

Next: C

0110110

Dest: D

Next: C
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Tor: onion pealing

A

B
C

D
Next: C

0110110

Dest: D
0110110

Dest: D

ÅNobody knows the full path:
ÅA Ą client, B
ÅB Ą A, C
ÅC Ą B, D

ÅCircuit changes every 10 minutes
ÅDNS request on exit relay (C)

ÅD does not know client IP
ÅClient still needs D IP
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Tor: Hidden service

ÅHidden service/Onion service: allow (web) 
server to hide as much as client
ÅBoth client and server choose 3 relays and 

meet at a «rendezvous» point

Onion service URL: http://juhanurmihxlp77nkq76byazcldy2hlmovfu2epvl5ankdibsot4csyd.oniona

54 random characters = public key
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Preventing fingerprinting

Chrome Tor

User agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) 
AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/138.0.0.0 Safari/537.36

Mozilla/5.0 (Windows; Win64; x64) 
Gecko/20100101 Firefox/128.0

Timezone UTC+02:00 UTC-00:00

Content language en,en-US;q=0.9,fr-FR;q=0.8,fr;q=0.7,nl;q=0.6 en-US,en;q=0.5

Screen resolution 1536 x 864 1400 x 800 (letterboxing 200 x 100)

List of fonts Agency FB, Algerian, Arial, Arial Black, Arial Narrow, 
And 158 others

Arial, Arimo, Courier, Courier New, 
Helvetica, And 27 others

Canvas

Attribute spoofing 

Č Goal: making all Tor users look alike



Dark web: threat or opportunity for the public sector? 32

Tails

ÅTor weakness: OS it runs on!

ÅCannot control OS traces Č indices that/when Tor ran might be easy to find

ÅTails (https://tails.net) = Live OS, on a USB stick:

ÅCan boot on (almost) any computer

ÅNo trace on that computer (main OS is not started, HD is not used)

ÅNo trace on the USB stick

ÅOptional «persistent storage»

ISP/Access point Website Trackers Other users

Anonymity Can detect Tor usage 
(unless bridge)

Can detect Tor
No access to IP or geo

No access to IP or 
geo

Not any trace on 
computer

Privacy No access to visited 
website/services

No access to history 
between sessions

No access to 
history

No access to 
history

https://tails.net/
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Who can see whatwith Tails?

ISP/Access point * Website Trackers Other users

IP Client User identity (if registered) Approx geo Approx geo /

IP Destination Website: sometimes
Page: never

(na) (na)

Main cookies / Visitor tracking (on 
current website)

/ Activity history

3th party cookies / / Visitor tracking 
(on all sites using 
the same tracker)

/

Fingerprinting (na) Visitor tracking (on 
current website)

Visitor tracking 
(on all sites using 
the same tracker)

/

Local traces (na) (na) (na) Activity history

* Assuming HTTPS
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Required precaution

To stay anonymous, Tor users have to compartmentalise their online live! 

Åbƻ ŜƳŀƛƭκōŀƴƪ ŀŎŎƻǳƴǘκǇƘƻƴŜ ƴǳƳōŜǊκΧ ƭƛƴƪŀōƭŜ ǘƻ ŀ real identity

ÅNo payment with a identifiable card Č use Bitcoin, MoneroΧ

ÅDelete metadata before sharing files

ÅNever go to same service without using Tor

Bomb alert at Harvard, 2013

Å Author used a mail service (Guerilla Mail) from 
Tor (Tor output relay IP in the mail header)

Å He was the only one connected to Tor (input 
relay) from the campus Wi-Fi!

Silk road founder (Ross W. Ulbricht, 2011-2013)

Å Mentioned once «rossulbricht@gmail.com» on a 
crypto-money forum with «Altoid » pseudo

Å Same pseudo was used on another DW forum, 
linked by FBI as a Silk Road 
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Why 
was Tor created

How 
does it work

WhatΩǎ 
in there

Å Entry points
Å Markets
Å Forums
Å Leaks
Å Activism

WhoΩǎ 
active
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Tor: uncomfortable user experience

Onion name very user-unfriendly

Very high turn-over, dead links are everywhere

Erratic/hazardous browsing

Suspicion is the norm! 

ÅCaptcha very difficult to solve

ÅQueue to protect from DDoS

±ŜǊȅ ǎƭƻǿ όǊŜƭŀȅǎΣ ŜƴŎǊȅǇǘƛƻƴΧύ

Most content is criminal (><  Initial goal: help to fight censorship)

BUT: no technical skills needed!
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Tor: uncomfortable user experience
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Entry points

Search engines
¢ƻǊŎƘΣ !ƘƳƛŀΣ IŀȅǎǘŀŎƪΧ

Hidden wiki
[ƛǎǘ ƻŦ ƭƛƴƪǎ  όάŎƭŜŀǊέ ƻǊ άŘŀǊƪ ǿŜōέύ

thehidden2.wiki, thehidden-ǿƛƪƛΦƻǊƎΣ ǘƘŜƘƛŘŘŜƴǿƛƪƛΦƻǊƎΧ
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Markets
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Markets
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Markets
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Forums
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Data leaks (credentials)
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Data leaks (full dumps)
 
ÅRansomware: if ransom not paid Ą data published on Dark Web for free!

ÅThousands of «full dumps» available on ransomware groups hidden websites

ÅExamples: listings όƴŀƳŜǎΣ ōƛǊǘƘŘŀǘŜǎΣ ǇƘƻƴŜǎΣ ŜƳŀƛƭǎΣ ǇŀȅƳŜƴǘǎΧύΣ factory plans, confidential 

ŎƻƴǘǊŀŎǘǎΣ 5. ŎƻƴǘŜƴǘΣ Iw ŘƻŎǎΣ LŘǎΧ

> 50 public agencies (abroad)

Iraq, China, Thailand, Tonga, 
Vietnam, Indonesia, Ukraine, 
{Φ YƻǊŜŀΣ ¦{!Σ LǎǊŀŜƭΣ CǊŀƴŎŜΧ

~ Some public Belgian agencies 

SPW, Geraardsbergen, Jemeppe-sur-
Sambre, FRS-FNRS, limburg.net, 
Maldegem

Ą Offline

~ 110 private Belgian companies

Schools, IT, Pharma, Health, Bank, 
LƴǎǳǊŀƴŎŜΣ [ƻƎƛǎǘƛŎǎΧ

Ą Some still online

According www.ransomware.live
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Data leaks (health example)
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Data leaks (health example)
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Authorities/Whistleblowing


