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indexed by traditional search engines
Exampleswww.smals.bewww.rtbf.be,
www.belgium.be www.wikipedia.org..

Part of web requiring specific tools
(browser + network)
Examples:Tor (The Onion Routey)I2P,
HyphaneK

/

The dark web iceberg

Part of the web accessible with a browst
Dark Web

Iceberg
‘“’ - - -

Deep Web

not accessible

with traditional
search engines

Dark Web
unsearchable,
encrypted,

private

Disclaimer: questionable distribution!

Nonrindexed part of web. Accessible with
traditional browser + address or credentia
Examples: MailssharepointX
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http://www.smals.be/
http://www.rtbf.be/
http://www.belgium.be/
http://www.wikipedia.org/

Why How
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Why

was Tor created

A What to protect?
A How to protect?
A s that enough?
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Why

was Tor created

A What to protect?
A How to protect?
A s that enough?
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Who can observe you?

XX A Websitehosters
L A Advertiserg3th party)

— |
O 6 (Foreign) LavEnf A (Foreign) Lavint
)
A Hacker
AwSt I dA0Sakd2tt S 3dzSax
A (Foreign) Lavént Q Smals
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Anonymity vs privacy

()

Anonymity. preservewho you are Privacy protect whatyou do

A Identity (post or mail address, phonéh A R X 0 A Message content

A IP address A Visited servers (IP or domain name)
A Localisation A Browsing history:

A 1sp A Current session or past

A Try to hide? A This website or other

\"‘, Smals
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Client IP address

) 10613205
Gz o

ISP ]
_ X ﬂ
\ —

192.168.1.7

IP address is: Information for website{very)approximative location
éShared C Very limited
Dynamic . . .
Y But: with IP + timestamp, ISP/L&mf can find "you"!

A Not itinerant resistant

\“, Smals
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Cookies

FKOYT|HX
GET /pagel.ntml </html|>

-
R

= FRKGYE|[HX —=—
GET /page2.html </html> www.smals.be

Cookies:

A Inoffensivepassivatext) file

ADo notusually)containhistory, butldsandpreferences

A Unreadableby other websites

A Unreadabldedy intermediatess Y2 RS vy sf H{TP® o

A Allow to keepthe session aliveetween clicks

A But allow to linksuccessive sessions

AXlI yR KSt L) piofiaDa Ok S 4 (@ NE Y < Smals
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Third party cookies

= SET icon, png (7 .
T My beautiful page
facebook.com ﬂ @

SHI
e = n .
Wysnte-bemypage-php
ret-

mysite.be

googleanalytics.com cxense.com

Third party cookies: Good news:

A Not readable by main sit@nd viceversa) A Easy to disabl@vith almost no effect)

A Face_book cookie: same as on facebook.com A . f 2 O1 SR 08& CA NBFeipby Cheohd
(even if logged off!) | | A Good plugins availablehostery v

A Allow to track visitors on other sites with the
same snippet -

A (AImost)no added value for visitors Vv Eﬂlﬁ.‘eﬁ



HTTP header

JavaScript

Fingerprinting

Goal Bypass cookies declineMethod: Collect (with JavaScript) as many details to build a "fingerprint"

Similarity

Attribute ratio Value

1 - User agent o 0.18% Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0 Safari/537.36 =
T
2
4 - Content language o 0.00 % en,en-US;q=0.9,fr-FR;q=0.8,fr;,q=0.7,nl;q=0.6 Q
- O]
= | =
4-Timezone @ UTC+02:00 "\5
Cwm fjordbank glyp ERNENEN-. & —
6-Canvas () - g
S
7 - List of fonts (JS) o Agency FB Algerian Arial Arial Black Arial Narrow And 158 others -
-]
Plugin 0: PDF Viewer; Portable Document Format; internal-pdf-viewer. Plugin 1: Chrome PDF Viewer; é
) . Portable Document Format; internal-pdf-viewer. Plugin 2: Chromium PDF Viewer; Portable Document ©
19 - List of plugins @) 36.19 % . . . . : =
Format; internal-pdf-viewer. Plugin 3: Microsoft Edge PDF Viewer, Portable Document Format; 0
internal-pdf-viewer. Plugin 4: WebKit built-in PDF; Portable Document Format; internal-pdf-viewer. le]
o
-
20 - Screen width () 1536 <

. 21-Screen height @@ 864

Yes! You are unique among the 4108223 fingerprints in our entire dataset. Smals
; ICT for society


https://amiunique.org/fingerprint

| ocal traces

A Many traces about activity on a computer

PS C:\Users\vab> ipconfig /displaydns

A Browsing history

A Cookie€rontent Windows IP Configuration
A Cache www . smalsresearch.be
A Downloads Record Name
Record Type
A LOgS Time To Live
A DNS cache Data Length
Section
A X A (Host) Record . . . : 185.22.109.12

A Can be sensitive if computer is seized, lost, hacked

\“, Smals
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Who can see what?

IP Client User identity(if registered) Approx geo Approx geo

IP Destination Website: sometimes

Page: never
Main cookies / Visitor trackingon  / Activity history
current website)
3t party cookies / / Visitor tracking  /
(on all sites using
the same tracker)
Fingerprinting Visitor trackingon  Visitor tracking  /
current website) (on all sites using
the same tracker)
Local traces Activity history

* Assuming HTTPS

\“, Smals
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Why

was Tor created

A What to protect?

A How to protect?
A s that enough?

v
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HTTPS

A Almost unavoidable on modern browsers

) httpsy/www.s
A Endto-end encryption browsea A web server
A Ercrypt:

A Content

A HTTP headers

A Cookes

A URL (Domain name + path) But DNS request was needed!

A Do not encrypt IP address (source/target)

. Anonymity

Q Privacy No access to content / / /
Limited domain knowledge v S
mals
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Private browsing 6

You've gone Incognito

End of session: Block T t ’ Delete cache, form
delete all cookies OcK S"party COOKIES - gata, browsing history

L

I
Anonymity /

O, Privacy /
Do not:
A Mask IP address
A Impact ISP
A Impact some local traces5 b { OF OKS$ X0 » Smals
A Delete downloads ' ICT for society




Virtual Private Network (VPN)

A ISPdestinationtP

www.smals.be

Encrypt:

A Content
A HTTP headers A Target serverseurce-R-{ge0)
A Cookies

A URL

Same as HTTPS!
\“, Smals
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Virtual Private Network (VPN)

A VPN usage: mainlytaust shiftfrom ISP to VPN

A Useful if:
A Untrustworthy ISFRabroad, public access point)
A Need to bypassesvice or geeblocking
A In a corporate context

A Does not prevent HTTPS

A Does not block cookies

. Anonymity Can detect VPN usage No accessto IF No accessto IF /

or geo or geo
~ g 9

* | Privacy No more access to visite / / /
websites/services v Smals
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Why

was Tor created

A What to protect?
A How to protect?

A Is that enough?

v
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Is that enough?

A Have to trust someone (ISP/access point or VPN)

A With help of ISP or VPN, Law Enforcement can find a server or a user based

on |IP address & timestamp

AA lot of people need stronger protection:

LI,

Journalists Dissidents Travellers Criminals!
Activists
Whistleblowers

\“, Smals
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How

does Tor work

A Compments

A Onion pealing
A Hidden services
A Tails

¢ Smals
ICT for society



| & juhanurmihxlp?7nkg76byazcldy2himoviu2epviSankdibsotdcsyd.
1€ Circuit for juhanu...tdcsyd.onion I

Tor: 3 components

This browser

= Netherlands (guard) 185.157.128.51

10 France 45.13.119.200, 2al0:4640:0:7f03::1
B8 Germany 178.254.20.235

Onion site relays

Tor Network +/- 8000 juhanu. . t4csyd onion B
volunteer nodes acting .. \ New Torcrul or s she p
as relays ................ YYour guard node may not change
.............. R : : :
b R R Onlon/HIdden SerVICeS:
L « dark web servers

/\
: X Connection to a dark site
@ Connection to a clear site
L x
: — ’ \
Tor browser(Firefox clone) do not T
keep any tracecache, history, cookies,
R2syf 2 Rdimit JavaSasipt | 2

Dark web: web conte Smals
Q ICT for society




Tor

. onion pealing

N

v
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Tor: onion pealing

ety

ICT for soci
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Tor: onion pealing

————————

L e e e e =
Next |
A
- : :
I
I I
e |
Next: C




Tor: onion pealing

A D does not know client IP

A Nobody knows the full path: A Client still needs D IP

A AA client, B
A BA A C _
A ca B,D —
A Circuit changes every 10 minutgs X
A DNs request on exit relay (C ! —
A G
© .\ _G -
—— | T c— =
: .\/\,;110110 B,
L —— — — K est: D D
Next: C

\“, Smals
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Tor: Hidden service

A Hidden service/Onion service: allow (web’
server to hide as much as client

A Both client and server choose 3 relays an
meet at a «endezvous> point

N

Onion service URL: http://juhanurmihxlp77nkq76byazcldy2himovfu2epvi5ankdibsot4csyd.onion

\ )
|

54 random characters = public key ™ Smals
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Preventing fingerprinting Attribute spoofing

o9 w0

User agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) Mozilla/5.0 (Windows; Win64; x64)
AppleWebKits37.36 (KHTML, like Gecko) Gecko/20100101 Firefox/128.0
Chrome/138.0.0.0 Safari/537.36

Timezone UTC+02:00 UTCO00:00

Content language  en,enUS;0.9,frFR;g=0.8,fr;q=0.7,nl;g=0.6 en-US,en;g0.5

Screen resolution 1536 x 864 1400 x 800 (letterboxing 200 x 100)

List of fonts Agency FB, Algerian, Arial, Arial Black, Arial Narrc Arial, Arimo, Courier, Courier New,
And 158 others Helvetica And 27 others

C Goal: naking all Tor users look alike

-~
(1 Letterboxing size: 1000 = 800 " v Sma I S

ICT for society




Talls

Tails

theamnesicincognitolivesystem

4

A cannot control OS trac&s indices that/when Tor ran might be easy to find

A Tor weakness: OS it runs on!

A Tails ttps://tails.net) = Live OS, on a USB stick:

A can boot oralmost)any computer

A No trace on that computefmain OS is not started, HD is not used)
A No trace on the USB stick

A Optional «persistent storage

Anonymity Can detect Tor usage Can detect Tor No access to IP or Not any trace on
(unless bridge) No access to IP or ge geo computer
? Privacy No access to visited No access to history No access to NoO access to
website/services between sessions history history

W >mals
ICT for society


https://tails.net/

Who can see whatvith Tails?
| [iSPhocesspont [ Websie | Tadkers___|Othersers _

IP Client Useridentity(ifregistered) Approx-geo Approx-geo /
IP Destination Website:-sometimes
Page:never
Main cookies / Visitortrackingon  / Activity-history
current-website)
3t party cookies / / Misitortracking /
el 6
the-same-tracker)
Fingerprinting Visitortrackingen  Mistertracking /
— el %
the-same-tracker
Local traces Activity-history

* Assuming HTTPS
¢ Smals

ICT for society




Required precaution

To stay anonymous, Tor users havedompartmentalisetheir online live!
Ab2 SYFLAtkoly]l F O02dzy ik Liedgity ydzYo SNk X fAYy1lFof S

A No payment with a identifiable caid use Bitcoin)MoneroX
A Delete metadatdefore sharing files

A Never go to same service without using Tor

Bomb alert at Harvard, 2013 Silk road founder (Ross W. Ulbricht, 202013)
A Author used a mail service (Guerilla Mail) from A Mentioned once ¢ossulbricht@gmail.com on a
Tor (Tor output relay IP in the mail header) crypto-money forum with «Altoid » pseudo

A He was the only one connected to Tor (input A Same pseudo was used on another DW forum,
relay) from the campus \ARi! linked by FBI as a Silk Road

\“, Smals
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What s

in there
A Entry points
A Markets
A Forums
A Leaks
A Activism

-~

Vv

Smals
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Tor: uncomfortable user experience

Select all images containing...

@ Onion name very usarnfriendly (chack istlowing nace)
&S Very high turrover, dead links are everywhere

@ Erratic/hazardous browsing

O Suspicion is the norm!

A Captcha very difficult to solv
A Queue to protect from DDo R PP PP PP

@ﬁiéNﬁ 5t26 ONBIL I

VERIFY

@ Most content is criminal (>< Initial goal: help to fight censorship)

@ BUT: no technical skills needed!

\“, Smals
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Tor: uncomfortable user experience
R\

CHECK THE URL IN THE ADDRESS BAR FOR Er) MISSING
HARACTERS, IF NO ONION URL LISTED MATCHES THE ONE DISPL I]‘

) ROTATE THE IMAGES Select each text box and enter the letter or
S ators continuing i Foute the imaga. number you see within the circle below.

IN' THE ADDRESS BAR, DO NOT CONTINUE AND I.ME THE SITI
IMMEDIATELY! bl
- | |ARKET

- [RI[Q][N][A][s]

il Please | R
strations a yaur p
r passwor CUS-me

sername I

"

issword:

-
e

Enter the 5 missing * characters ‘ lam 3a bot %y

\

41 62

To continue, click on the image displayed the least amount of times.

B2 E’f-i ERES E{

SUBMIT
Entry Portal — Shadow X

Please first solve this captcha.

ShadowX

You have been placed in a queue, awaiting forwarding to the platform. Compare address below with your browser.

shadowxn3o... ...x5dvfhad.onion

Your estimated wait time is |<3 minutes -~ S m a I S

Please do not refresh the page, you will be automatically redirected.
ICT for society



Entry points

Hidden wiki

Search engines

[)\é['] 2F tAY] a 'df)fd:@ll\hf)éKZZNJKé(Y@\III\EJ[ | A LOAE
=]
& The Hidden Wiki X | + ~ - o x I search results for data le- x| + o - o x
« C 1 A hitps:thehidden-wikiorg/wikifindex.php/Main_Page BE*x @ % © = « C ¥ @ jubanurmihxlp77nkq76byazcldy?himoviu2epviSankdibsotdcsyd.onion/search/?g=da & ® ¥ © =

Currencies, banks, money markets, clearing houses, exchangers:

your paypals, CCs, etc.

Premium Cards  Oldest cc vendor, Top quality Us & Eu credit cards!

Financial Oasis A slew of products from a darker side of finance.

Hidden Wallet - Tor Anonymous Hidden Bitcoin Wallet.

Paypal Baazar - paypal accounts for sale.

cards are available here.

OnionWallet - Anonymous Bitcoin Wallet and Bitcoin Laundry.

EasyCoin - Bitcoin Wallet with free Bitcoin Mixer.

Horizon Store - Automated carding store.Fast replies. 90% cards are valid.

Commercial Services

Guns Dark Market  Guns market to buy guns, full auto assault rifles, pistols, grenade launchers, etc.
EuroGuns - Your #1 european arms dealer.

accepted.
USfakelDs - High quality USA Fake Drivers Licenses.
Cardshop - Usa cvw know balance & Worldwide cc & cvv.

thehidden2.wiki, thehiddem A { A ®2 NH X

« The Green Machine! Forum type marketplace with some of the oldest and most experienced vendors around. Get

Fish'n'Pal place  Paypal accounts with good balances - buy some, and fix your financial situation for awhile.

nethuth  Automatic system to buy Paypal accounts and credit cards instantly in your e-mall. Socks5 included.

Cash Machine - Phished PayPal, Neteller, Skrill, BoA, Wells fargo bank Accounts, Paysafecard's, US & EU Credit

Queens Cash - Buy Pre-Shredded USD & EURO Currency for a fraction of the value. We sell real cash.
USJUD Counterfeits - EUR || USD Western Union, counterfeits, any trusted escrow accepted, the most trusted seller.

Cstore - The original CardedStore - Electronics purchased with carded giftcards, Everything Brand new. Full escrow

data leak

Any Time »

Data Leak — Page 2 — Digital Thrift Shop

No description provided
kndzinfhxje Tlop26uS Tiosg55iTdzuljicyswo2clgeImdiiviswwyd.onion — 1 month, 2 weeks —

Data Leak — Digital Thrift Shop

No description provided
kewd zinfhxje Tlop26uS Tiosg 551 Tdzuljjcyswo2clge 3mdliviswwyd.onion — 1 maonth, 2 weeks —

Data Leak — Digital Thrift Shop

No description provided
kwdzinfhxje Tlop26us TiosgssiTdzuljicyswo2clgeImdiiviswwyd.onion — 1 month, 2 weeks —

Data Leak — Digital Thrift Shop

I KSKARRSYGATADP2NAX

Smals
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Markets

X Forum (XD Searct @ English 3] Signin ,9|‘ Create an Account

& Drugs N E U S MY ORDER BECOME A VENDO (D Monero accepted here

NEXT CENERATION MARKET

Marketp
® CATE

R ) 100%)

Search opt
Relevance
© Destina & PR ORRRRE AN Escrow

£ ; NAKT T T IKKEK

[@ Clientr
B % %

Does not inclu

£ (From Related Categories

Q search

100MG © VIGA CREAM

Prescription Drugs > Other Prescription Drugs > Potency Prescription Drugs > Potency Prescription Drugs > Potency
Prescription Drugs Enhancers Enhancers Enhancers

Space-separa
= Sortby

Relevan : "Na .

15 Pill 1 Piece 1 Pill €7

30 Pill 2 Piece 5 Pill €30 €35

60 Pill 10 Pill €50 £ 60
30 Pill €120 €80

Source Source Source

So Amiodipine Source =
o (M) Qmartel Nz @ QNexiGencration segy | | @NarcoTikker o NarcoTikker
(20,328 [ 98% | 211 (252,843 ][ 99% | 2 (5]( 200% | — (5][200% ] —

Shi Other Prescription
Any Drugs Ships to: United Kingdom Ships to: Worldwide e Ships to: Worldwide @l
Ori OO rer Y

Any Listing Feedback: Views: 1708 | Sales: 389 Listing Feedback: Views: 1708 | Sales: 389

Discard origin Worldwide?: )
rakoonstore (b47]0) truegenerics (o4 | 3861) V m a S

ICT for society

rarat ships to: United Kingdom 3&
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N
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Markets

Stimulants

Product Price

130 EUR = 0.00141 8

250 EUR = 0

950 EUR = 0

10g pure Speed WEUR=0

390 EUR = 0.0

650 EUR = Q.

120 EUR =

200EUR =

800 EUR =

140 EUR = {

220 EUR = (

Psychedelics
| -

PRODUCTS

FAQS REGISTER LOGIN

@ EuCanna

Products Info Login Register

Buds | Oil | Ointment | Supposi
Soaps | CannaCaps | Edibles | S

Medical Grade Cannabis Buds

We stock high quality hydroponic
We are expenenced professional
quantity we produce.

This is why you will frequently s
making the Rick Simpson Oi.

Product Price Quantity,
3.5 Organic White Russian 42 EUR = 0.00045 B | L |
Tg Organic White Russian 70 EUR = 0.00076 B |]'_|
14g Organic White Russian 120 EUR = 0.00130 B | B |
50g Organic White Russian 205 EUR = 000319 8 |I|

3.5g Organic Chronic 42 EUR = 0.00045 B | L |
Tg Orgaric Chranic 70 EUR = 0.00076 & | L |
14g Orgaric Chranic 120 EUR = 0.00130 8 | L |
50 Orgaric Chronic 205 EUR = 000319 8 | L |

DD

Product

NLGrowers

Finest arganic cannabis grown by profs gron
‘We double seal all packages for odorless delivery.
Shipping within 24 hours!

wers in th

| Price ) Quantiy )

1g Original Haze

5g Original Haze

10g Original Haze

50g Original Haze

1g Bubblegum

5g Bubblegum

10g Bubblegum

50g Bubblegum

1g Jack Herer

5g Jack Herer

10g Jack Herer

508 Jack Herer

1g Chronic

5g Chronic

50g Chronic

1g Banana Kush

5g Banana Kush

15 EUR=000016 B °x
65 EUR=0.00070 B ox
110 EUR=0.00119 B ox
550 EUR=0,00596 B ox
10 EUR=000011 B °x
45 EUR=000049 B ox
85 EUR=0.00092 B nx
450 EUR=000487 B ox
14EUR=000015 B °x
60 EUR =0.00065 B °x
110 EUR=000119 B ox
480 EUR=0.00520 B ox
9EUR=000010 ox
40 EUR=0.00043 B ox
350 EUR=000379 B ox
11 EUR=000012 B °x

45 EUR=000049 B m

-~

Smals
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Markets

ZOLK BN
()
“ v

S 7 2 FIREARMS i AMMO GUN ACCESSORIES CLONED CARDS DOCUMENTS

Message our NULL account :
KIDNAPPING ARSON SERVICE ASSAULT SERVICES

ID CARDS Showing 1-12 of 14 results Default sorting

NEXUS

NEXT CENERATION MARKET

€ CATEGORIES

AR ‘| PRODUCTS FROM THE CATEGORY

Co ‘t! g ‘ @ Avs sanx .
’ = » <
- = ¥ g 400D 1234 S8 9010 \ i ///
Fir - ViIsa

)
| S et : CARDHOLDER NAME 1% y1j/u1) |
IR - * . A 3 )
Lor Carding Groupchat (200 USA SNIFFED VISA DB Anonymous Prepaid Debit =58l [VISA SNIFFED] BOA Dumps 201 TR1&TR2
Members) & (Starter Pack) BUSINESS $5k in - 1 Card Cards - $150 for $3500 DEB BUSINESS OVER $5K $5000+ PIN
Me > &= 10 CC Shop Links... ordered =1 free loaded credit BALANCE [

D Esc
[ e -

Mo ' = ST oy e =t

slippperypete (1241|5837)

TaxEvader (2711432) Tuts4Ever (1226 |4707) Trio (546 |333) Tuts4Ever (1226 |4707)

39.99 USD | item 15.00 USD | item 150.00 USD | item 15.00 USD | item 20.00 USD | item

v Smals
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Répondre
15-04-2025 2

mrt Jai plusieurs p et videos d'une fille de 13 ans qui m'a er & beaucoup de nudes si intér contacter 1

frontpage  all  dread

/d/coke : i

Wiki/Guides Index IMRULES!H! Review/Image Posting Guide Vendor Flair Application

, Cocaine prices are crashing in almost all of Europe!
w by /u/DrugMahal - 4 weeks ago in /d/coke
Despite the multiple big European busts in cocaine trafficking world, with latest two famous seizures in Portugal [ a submarine with 1.6 tonnes ] and France [ Dunkirk port 10 Tonnes ].

In cities like Rotterdam and Antwerp a kilogram of cocaine is selling less than 18000 Euro and registered a price of 15000 Euro in some cases.

V Smals
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Data leaks (credentials)

teren: .com:Adip 2 o bl e

simonc L.fr:Mago

majoxc 311.com:C

salam ytmail.co 1@*

alial: )k.com:Al

ghenay l@outlook ova

housse <.com:Hal

florer L.com:Rob

markl: zom: XS .Ma

jahmat Jevilrays

star. L.co.uk:W PRODUCTS FROM THE CATEGORY

iem_1- 3llstadt. 2in ‘[? . —
et o AN = . i )

birig: )emv-hall sikve [T' face_gook SECU

sshhoc no-barbin 8 - G Pa ——

darsi: nempata.c gl23

sandr: @mv-hall sikve

huaice veiwoduzu




Data leaks (full dumps)

A Ransomware: if ransomot paidA data publishecon Dark Web for free!

A Thousands of @il dumps» availableon ransomware groups hidden websites

A Examples: listings y |
O2YyUNJ) Ol a4z

> 50 public agencie@broad)

Iraq, China, Thailand, Tonga,
Vietnam, Indonesia, Ukraine,
{® Y2NBlFIZ | {! =

According www.ransomware.live

YSas 0ANIOKRIGSaz
5. 02y 0Syudzx

~ Some publiéelgianagencies

SPWGeraardsbergenlemeppesur-
Sambre, FRBNRS, limburg.net,

Maldegem
A Ofine  |=g

faktary @ang, cohfidential a =
|l w R204az

LIl
L Ra X

~ 110 privateBelgiancompanies

Schools, IT, Pharma, Health, Bar

Lyadz2Ny yOSsS [ 23A
A Some still online &R

*» Smals

v ICT for society



Data leaks (health example)

Main About Rules Partners FAQ
-
Share
L] L]
= | Index of /full/achive_patient/
DRecov
EAT/
Oracle] | ;
Projety §9.0.0.131 - gonzales/ 20-Jul-2024 01:43 -
Servicd §9.0.0.136 - secmeddl/ 20-Jul-2024 01:44 -
Users/| Tourrier/ 20-Jul-2024 01:44 -
achivel gocuments ortho/ 20-Jul-2024 01:46 -
achivey profocoles rx AE/ 20-Jul-2024 01:44 -
baltes| 7970B000 B3-May-2012 68:06 1948875
ibmmedy PATIENTS.ods 07-Dec-2012 15:16 690040
patieny PATIENTS.x1s 20-Dec-2023 11:10 6140416
sbim/ | PRTACHET.CAE 29-Nov-2010 13:07 38
PATIEN] PRTACHET.OWS 27-Aug-20812 06:05 1248
PRTACHET .ws 30-Aug-2018 03:11 1335
gastro archives.xls 20-Aug-2008 03:17 4403200
1u1e43685d56y . tmp 13-Dec-2021 11:12 1536
bownload | OTtho archives I.xls 21-Aug-2008 11:05 12556800
ortho archives IT.xls 20-Aug-2008 03:17 13686272
Dear manag
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Data leaks (health example)
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24028 ] ‘™M 0 bisoprolol-insuline-mirtazapine-burinex-creon 150-rivotril
24029 3 ‘M 3 ) { 0 Eliquis-bisoprolol-simvastatine-Fosamax-pantaprazol N
24030 ‘ ‘™M L ' 0 Methadone 70 mg B
24031 ‘ ‘M 3 ' 0 Asaflow H
24032 | ] ‘M -982 Pacemaker 12/2021 B
24033 | ‘M 0 dentalia B
24034 |: 289248 3 ‘M 0 Parkinson H
24035 |- 289249 3 ™ » 0 Dialyse 3 X / semaine B
24036 | 289250 | : ™ 0 Pantaprazol 20 mg 1co matin-Diazepam 10mg 1co soir B
24037 289251 3 ‘™M 0 Amlopidine-bisoprolol-D cure-Lormetazepam-Losartan-Losfer ||
24038 289252 3 ™ 0 Pontage cardiaque il y a 35 ans-Xarelto-ramipril-lipitor B
24039 |; 289253 3 ‘™M 0ass N
24040 |: 289254 ] ‘M 0 Valve cardiaque 2012 B
24041 | 289255 | : ™ M 0 Mari décede B
24042 |: 289256 3 ‘M > 0 Médecin N
24043 [ | 289257 : ™ 0 dentalia B
24044 |; 289258 ] ‘™ 0 Bisoprolol-Simvastatine -asaflow-nolvadex |
24045 | 289259 ] ‘M 3 ' , 0 ASSURANCE ]
24046 |1 | 289260 E ™ 0 Coversyl+Asaflow B
24047 i 289261 ‘ ‘M > 0 DENTALIA |
24048 | § 289262 1 ‘M 0 dentalia |
24049 [ | 289263 2 ™ 0 |
24050 289264 : M " 0CPAS
24051 | 289265 i M 0 La radio panoramique de mr se trouve dans I'historique10/23 | |
24052 | 289266 3 ‘™ 0 voir dans le planning les extractions prévue
24053 | | 289267 3 ‘M 0 attention yanelle tu n'as pas facturé la pano qui date 10/22
24054 . 289268 3 ™ 0opg a fact la px 07/07
24055 [ | 289269 | ] ‘M 0 bisoprolol-insuline-mirtazapine-burinex-creon 150-rivotril
24056 | 289270 I M 0 Asaflow B
24057 289271 ] ™ 0 dentalia B
24058 289272 ™ 0CPAS ]
24059 | 289273 ‘™ ] -75 Coruno-Lixiana-Bisoprolol-Simvastatine Metformax |
24060 |- § 289274 ‘M 4 0 DENTALIA i
24061 289275 ] ‘M > 0le 09/06/22 prochaine fois compter la plaque de nance 250et>
24062 |; : ‘M 0 DENTALIA
24063 |- | 289277 3 ‘M 0 voir les notes dans x care |
24064 | 289278 3 ‘M 0 2-3 pontage et valve biologique-Asaflow-glucophage-novanor | |
24065 | | 289279 | : ‘M ! 0 Asaflow |
24066 289280 ] ™ 0 Vanlafaxine-gabapentine Myélopathie |

289281 3 ‘M 0cpas berchem
289282 3 ‘M 0 DENTALIA
- 1 -Mao. > 9 0 I s
DrK i ICT for society



Authorities/Whistleblowing

Your Tor Browser's Security Level is too low. Use the O button in your browser's toolbar to change it.

The First submission Return visit
.
Guardlan First time submitting to our Already have a codename? Chg
SecureDrop? Start here. for replies or submit something

new.

Report Information

@ Engish v GET STARTED LOG IN
ONLINE FORM

INSTRUCTIONS

People from all over the world share information with the Central
Intelligence Agency (CIA) daily. If you have information you think might
help us and our foreign intelligence collection mission, there are many
ways to reach us.
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