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"now *that's* a chinese
wall!" by Esthr is licensed
under CC BY-NC 2.0

I'm Feeling Lucky

Weekly

Discover Weekly Daily Mix 1 Daily Mix 2

es N [

Enjoy new Robbie W

"Nest Learning Thermostat showing
Celsius" by Nest is licensed under CC
BY-NC-ND 2.0
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https://www.flickr.com/photos/62113981@N07/6286566200
https://www.flickr.com/photos/62113981@N07
https://creativecommons.org/licenses/by-nc-nd/2.0/
https://www.flickr.com/photos/30866445@N00/1827140411
https://www.flickr.com/photos/30866445@N00
https://creativecommons.org/licenses/by-nc/2.0/

What could possibly go wrong?

—

For Al developers: from data to decision
Data collection issues (bias vs. fairness)
Data processing issues (confounding variables)
Goal (mis)formulation

For Al deployers
Data poisoning
Adversarial examples

General public
Spear phishing
(personalized) disinformation
The role of recommender systems

Defense against the Dark Arts

Someone’s Al screws with you
Transparency & explainability
Digital Skepticism
Unscrewing things Policy
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e Al systems are trained on data

> Garbage in, garbage out

* Training data is ideally
independent and identically distributed (iid) over the domain
= well-balanced & free from hidden correlations

* In reality, this is rarely the case
How many men named Anna do you know?

Vv Smals
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Limits on data =2 limits on results

* June 2020: Face Depixelizer (generates a face that fits a pixelated image)
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Source: Twitter / @h_bash Source: Twitter / @Chicken3gg

* Training dataset (Flickr-Faces-HQ) contains less people of color / elderly
* Used method (StyleGAN) overvalues “average” = leans towards young whites

* Q: Would we detect less visible biases too, e.g. in mortgage applications? < Smals

ICT for soclety
Source: PetaPixel.com / Michael Zhang, “This Al Turns Pixel Faces Into ‘Photos’”



https://petapixel.com/2020/06/20/this-ai-turns-pixel-faces-into-photos/#:~:text=Face%20Depixelizer%20is%20an%20amazing,people%20who%20don't%20exist.
https://twitter.com/Chicken3gg/status/1274314622447820801
https://twitter.com/h_bash/status/1274262975109410816
https://twitter.com/papaabar/status/1274308678582251523

Al inherits biases from Its creators

* Biased humans = biased data
e https://en.wikipedia.org/wiki/List of cognitive biases

* Biased data = biased Al systems
* Curse of dimensionality: impossible to cover every combination of every parameter

TEGHNOL ggy
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| ' At {TH AGO
BUSINESS NEWS OCTORER 10, 2018 / 5.12 AM / A MOR

Amazon scraps secret Al recruiting tool that

showed blas agamst women

moves about.

e e RS COWOTKETS Y0 OU an HP webca ? Smals
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Headline sources: CNN.com, The Atlantic, Vox.com, Business News, Reuters.com / Jeffrey Dastin


https://en.wikipedia.org/wiki/List_of_cognitive_biases

Hidden correlations

We'll fix it by not taking protected characteristics into account, right?

... well..
* Men/women have different ways of speaking
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* In CVs, men/women mention different things (hobbies...)
- Gender as prominent confounding factor in Amazon’s HR experiment
\“( Smals

Source: Wikipedia, “Gender differences in social network service use”, image "Personality and gender word cloud for social media" by H. Andrew Schwartz, Johannes C. Eichstaedt, ICT for soclety

Margaret L. Kern, Lukasz Dziurzynski, Stephanie M. Ramones, Megha Agrawal, Achal Shah, Michal Kosinski, David Stillwell, Martin E. P. Seligman, Lyle H. Ungar is licensed under CC BY 3.0



https://commons.wikimedia.org/w/index.php?curid=29893304
https://creativecommons.org/licenses/by/3.0

Confounding factors

* Definition: hidden property influencing known properties and outcomes
* Sometimes leads to surprising new insights!

ki ? ? Tes Tif\pdyrrrrrrerTr ’ ' r
’ e “aeg ey PO BL RN R PY LA e r } ' (.? .) e g : o ' =
." lllllll '?ll‘.'ll, ..... PR B I LR "I r rr ¥ ’ X ! ¥ E ERTE L (L = K .."'
1 ] ' . 1 . '
2 7 B P I[ IIJ'III} Sy o rr rrrvr rtra: II![I)
rr p o s ey g e ’ WS S SR o ) ,() 1 Pt | L L LU LR R L
.......... T/a/ala’s €ala 3 e Tale uin aipin eaia a's 8 a's aln‘a LA 2 2o LR LS e e B
’ ' . 2 (') ...... 2N P |
? ? ? ? rrrra Srrcrrr R VR L R RS T R L
. i ,l.' l..l,l. ll' lllll pPees s rr ","" -7 - 2 .‘. 1 - .'l .-' ' l-ll‘l
Blood Meridian O N S e pasnaanes ST e o R : Absalom, Absalom
pikep L22227 i = v S s l—r':-'vv::--1::!'1‘:0::!vu:rrtr::r():(}: ’
- .o .- L I B - e .- . .- - 4 ' £ B ' = o . .
(Cormac McCarthy) ... ..., MIIE . M SRR L R R AR (William Faulkner)
.?l'l I'I'? lllll 'llll' llllllllll ?l?.ll? X )"'()"..,"."-"(-."",’,' ..... )
? ‘(.'?)lll()l;'Il‘l(;l}ll(}il()' """" rroes
F AL L L AL L B LN L g e el rr TR R B L r ] ' 1 =, '. .(
'l’...l" lllll ,,I'I.II'.I'I'.I', lllllll LA RS ':.’.‘.'..""',"""':, -."'
. ' .. ' . . .
S ? =3 ll'l'll(}ll" rror * 1 r-(?-)o- Il'?'-!l
e Jespes st nnustans slenjeannnnas rr 4 e s % o y _(. &l
? Fo%pt scpgcrrrirrrctctrrrrrer rrr t‘rraid '
2758 1509 P peensan pegesssasnasnafls PO B 01 [0 g SR Ul ( ,,},'
CO I 2 e T A I I O SCRUIY SN IR O re
AR srerivppiasananse Jresepeasas P { L £ e e z '

— Al does not necessarily learn what you want it to learn!

* Mitigations:
* Better sampling of the training data

* Thorough (statistical) data analysis < Smals

o ICT for soclety
Image source: Adam J. Calhoun, “punctuation in novels”



https://medium.com/@neuroecology/punctuation-in-novels-8f316d542ec4

Not all bias is unfair:
* Prostate cancer data is biased towards men
e Cervix cancer data is biased towards women

Unfair bias can have serious consequences
* Security decisions (airport controls / inspections)
 Legal decisions (bail, parole)

* Economic decisions (insurance, mortgage)

Tools exist to help spot unfair bias
* http://aiblindspot.media.mit.edu/
* https://data-en-maatschappij.ai/en/tools

- Know your data, your algorithms, and their limitations
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http://aiblindspot.media.mit.edu/
https://data-en-maatschappij.ai/en/tools

Definition of objectives
\V

* Al/ML algorithms optimize, i.e. minimize a loss or maximize a reward
* reward “success”
* punish “failure”

 “Success” can be hard to define

. . . { 7 Custard Smingleigh v
* Engineers (over)simplify the goals @ @smingleigh
* Additional conditions may be forgotten | hooked a neural network up to my Roomba. | wanted

it to learn to navigate without bumping into things, so |
set up a reward scheme to encourage speed and

o Al fO”OWS the specs bUt may discourage hitting the bumper sensors.

* exploit bugs or unexpected data properties It learnt to drive backwards, because there are no
. bumpers on the back.
» get stuck in endless loops

Source: Twitter / @Smingleigh

(For more examples, see this spreadsheet)

Vv Smals
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https://docs.google.com/spreadsheets/u/1/d/e/2PACX-1vRPiprOaC3HsCf5Tuum8bRfzYUiKLRqJmbOoC-32JorNdfyTiRRsR7Ea5eWtvsWzuxo8bjOxCG84dAg/pubhtml
https://twitter.com/Smingleigh/status/1060325665671692288

What could possibly go wrong?

N

« For Al developers
Data collection issues (bias vs. fairness)
Data processing issues (confounding variables)
Goal (mis)formulation

 For Al deployers: attacks against Al systems
Data poisoning
Adversarial examples

« General public
Spear phishing
(personalized) disinformation
The role of recommender systems

» Defense against the Dark Arts
Transparency & explainability
Digital Skepticism
Policy

Q Smals
ICT for soclety



Data poisoning

v yur?um f\igga house T X ¢
- E:':; T ISt:\i: rrrrrrrrrr
* Inject false training data to compromise learning |
* Intentionally mislabeled data i, =
* Bogus data or noise -
* Crowdsourcing risks |
.. . ®
* Individual jokers ‘ .
* Coordinated attacks (Twitter/4chan/reddit mobs) hewhieHouse °

Source: Twitter / @iambomanix

*  Webscraping risks

* Wiki vandalism Nearly Half of Scottish Wlklpedla IS
* Inclusion of shady websites Incorrectly Written by a US Teen

Source: trillmag.com

—> Data verification is not a luxury! < Smals
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https://twitter.com/iambomanix/status/600700825837576194
https://www.trillmag.com/64843/read/news/nearly-half-of-scottish-wikipedia-is-incorrectly-written-by-a-us-teen/

Adversarial examples

* Minimal change to input = large change in output

"it was the
(~>90 best of times,
/. it was the
worst of times"

+
p
\
[ "it is a truth
igi i i i universally
Original image Perturbations Adversarial example => acknowledged
Temple (97%) Ostrich (98%) 9 that a single"

Source: hackernoon.com / Julien Despois, “Adversarial examples and their implications”, Source: Nicolas Carlini & David Wagner, “Audio Adversarial
as adapted from: Christian Szegedy, Wojciech Zaremba, llya Sutskever, Joan Bruna, Dumitru Erhan, lan Examples: targeted attacks on speech-to-text”
Goodfellow, Rob Fergus, “Intriguing properties of neural networks”

\ ¥ 4 Smals
ICT for soclety


https://nicholas.carlini.com/code/audio_adversarial_examples/
https://hackernoon.com/the-implications-of-adversarial-examples-deep-learning-bits-3-4086108287c7
https://arxiv.org/abs/1312.6199

Adversarial examples

* Problem in most Al methods,
regardless of data format

e Often robust
* Change of a few pixels
* Stickers on objects
* 2D/3D printed objects

* Contributing factors
* Curse of dimensionality

* Overfitting / Limited generalization
* Adding one strong feature from another class is enough

Source: bair.berkeley.edu / Ivan Evtimov, Kevin Eykholt,
Earlence Fernandes, Bo Li et al., “Physical Adversarial

Examples Against Deep Neural Networks”

Vv Smals
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https://bair.berkeley.edu/blog/2017/12/30/yolo-attack/

What could possibly go wrong?

N

« For Al developers
Data collection issues (bias vs. fairness)
Data processing issues (confounding variables)
Goal (mis)formulation

* For Al deployers
Data poisoning
Adversarial examples

« General public: Abuse of Al systems
Spear phishing
(personalized) disinformation
The role of recommender systems

» Defense against the Dark Arts
Transparency & explainability
Digital Skepticism
Policy

Q Smals
ICT for soclety



Spear / laser phishing
\V

* Fraudulent attempt to obtain sensitive information,
directed at a specific individual/company

*  Webscraping + Al may be deployed to personalize messages to
many targets = “laser phishing”

----------- Forwarded Message: —--—--m-=

From: “alerts@cith ank.com" <ALERTS@CITIBANK COM>
To: weipent@email com

Subject: Secunty Alert: 06699

Date: T, 29 May 2008 12:41:41 +0000

P
Smals - Research i~ W Follow \ Cltl

This is a Security Alert you requested to help you protect your account.

@Citibank mercikes voor de service! Vour accaunt has been blocked.

219 You have exceeded the number of three (3) failed login attempts.
4 Reply T3 Retweet W Favorite ®®® More
‘ To unlock your account, please your account

‘ Thank you for your cooperation.

Sincerely Yours,
Letha Cox
Letha.Cox@citibank.com

Vv Smals

Image source: enisa.europe.eu
ICT for soclety


https://www.enisa.europa.eu/topics/csirts-in-europe/glossary/phishing-spear-phishing

Fake websites / fake people

@S //associated- pf@pkey 15bc6951609543a4008 B - @ ¢  Q Zoeken I\

Lezersservice 1 hop  ToPICS (s Voien]

* Fake websites NIEUWS ~SPORT SHOWBIZZ IMD REGIO VIDEO Qo ()

BIZAR  GELD  WETENSCHAP & PLANEET  iHIN AUTO  REIZEN  WONEN

* Scams
. . Aurelie JEAN, Ph.D. » 2nd
P h ISh I ng e “Cfr:‘;:t.a;:':ﬂs Scientist / CEO and Founder of In Silico Veritas / Advisor / Board Me R

[ ]
M . ks B ili h h il i3 100 Il.)IVlE(20u45)‘;Iaivele:1 :docée
uivels tegen Zwitserla e weg
[ J Py ra m Id SCh e m eS Une certaine Valérie Busson utilise ma photo comme photo de profi (merci a la rmichongly
P : 2 Sl ['a z S % 2
personne de mon réseau de m'avoir alertée!). J'ai reporté son profil, n'hésitezpasa | Lo L ktzichlosvan
o |e falre éga'ement Russisch-orthodoxe kerk
LN ) - - . -
Merci mille fois pour votre soutien, B e et
Aurélie. 120 Twitter-vete tussen Azealia Banks
en Lana Del Rey loopt uit de...
@ See translation 411 “Het politieke spel is nog nooit zo
hard gespeeld”

* Fake profiles
* Impersonations, “CEO fraud”

Vertenten blijft
aangehouden,
bond wil hem en
Delferiére

* Creation of “bot armies”
* Sales / product review fraud o oo
e Social media surveillance r
. Valérie Busson . 2nd —  Médi-Contract Group
® |nf|UenCIn g Marketing director e Université de Lille
France E] See contact info
s

i cse m & A > 234 connections
essage ore... I
Ll < Smals
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Source: LinkedIn / Aurélie Jean



https://www.linkedin.com/posts/aureliejeanphd_une-certaine-val%C3%A9rie-busson-utilise-ma-photo-activity-6541788837142638592-Iv8n

Disinformation (“fake news”)

Definition (£c action plan against disinformation, 05/12/2018): Source: bellingeat.com / Robert Evans, “How Coronairus
 Verifiably false or misleading information B\FTW T 7 PTG
- e RénewAmerical® £ |
o Dlssemlnated for economlc galn ome Forum Analysis Links Documents Activism About - Contact
or to intentionally deceive semnse  Muslims, not climate change, cause
. p— of Australian fires
¢ IVIay Cause pUbllc harm gir:‘ea::::zﬂé?\gdren By Rev. Austin Miles
Update with VIDEO' J:nuar;, — n 3 L,

It is not: N\

» (Extreme) political, scientific, ethical or moral viewpoints T TIGAT

2a - iRy et |\

: : . Bedad = TNVES

Unlon.s, lobbying, a.dvocac.y, campziugnmg, F . PIZZACATE !!
Selective presentation of information T
Satire, parody, ...

Religion

=

"Pizzagate' conspiracy protest" by Blinkofanaye is
licensed under CC BY-NC 2.0



https://www.flickr.com/photos/49890237@N05/33496659362
https://www.flickr.com/photos/49890237@N05
https://creativecommons.org/licenses/by-nc/2.0/
https://www.bellingcat.com/news/2020/04/03/how-coronavirus-disinformation-gets-past-social-media-moderators/

Can disinformation be generated?

* |Image/video/audio: yes, kind of

cf. deepfakes:

Source: Twitter / @goodfellow ian

Vv Smals
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Source: Twitter / @ousathesquid



https://twitter.com/goodfellow_ian/status/1084973596236144640
https://twitter.com/ousathesquid/status/957062464256004096

Generating fake text

From The Verge: OPENAI'S NEW MULTITALENTED Al
WRITES, TRANSLATES, AND SLANDERS

A step forward in Al text-generation that also spells trouble

Feb 14, 2019, 12:00pm EST

In The Verge's own tests, when given a prompt like “Jews control the media,” GPT-2 wrote:
“They control the universities. They control the world economy. How is this done? Through
various mechanisms that are well documented in the book The Jews in Power by Joseph
Goebbels, the Hitler Youth and other key members of the Nazi Party.”

“We have the technology to totally fill Twitter, email, and the web up with reasonable-sounding, context-
appropriate prose, which would drown out all other speech and be impossible to filter.”
(Jeremy Howard, Fast.Al)

\ Smals

ICT for soclety



Generating Fake Text

* State-of-the-art GPT-3 (05/06/2020) generates more than prose
e Code R U O A R SR

What is the average number of influencers each user is subscribed to?

® L a y O u t S a button for every color of the rainbow Generate

SELECT x
.
[ ] T I t an(COUHt) <div style={{backgroundColor: ‘red', padding: 20}}>Red</div><div style=
ra n S a IO n S {{backgroundColor: ‘'orange', padding: 20)})}>Orange</div><div style=
FROM HiharkaranndCalarves ‘val lme' naddinas IN\\3Val lawc /divscAdiv etvias
. L) (
°B
asic reasoning
user_id, _
([ ]
count(*) ‘
Orange
FROM
subscribers Vellow

GROUP BY
user_id

) as avg_subscriptions_per_user

Source: Twitter / @FaraazNishtar

« M————
* Training cost: = $4.000.000 (on external cloud service) Source: Tuitter / @sharifshameen

Not perfect,
nor ”intelligent”: Q: How many eyes does a horse have?

A: 4. It has two eyes on the outside and two eyes on the inside.

Vv Smals

) IET for soclety
Source: Twitter / @eturner303



https://arxiv.org/abs/2005.14165
https://twitter.com/FaraazNishtar/status/1285934622891667457
https://twitter.com/sharifshameem/status/1282676454690451457
https://twitter.com/eturner303/status/1278757446953996288

Amplification through recommendation

* YouTube as the great radicalizer (7. Tufekci)
* Videos about vegetarianism lead to veganism
* Videos about jogging lead to ultramarathons 9 Crisias Pty 7w 201? ¥

You watch videos on YouTube all the time, so you go home and put “Federal
Reserve"” into YouTube's search bar.

Source: cnet.com This is the first video that comes up (1.6 million views)

http://www.corbettreport.com/federalreserve What is the

YouTube to blame for rise in flat Earth m RANGCRPFANDRESOURCERY
believers’ says study L.s-'—'llq __-_; ffedgal Reserve system? How did it come into existe...

According to research almost everyone who believes in flat Earth theory
got started on YouTube.

Source: Twitter / @chrislhayes

BY MARK SERRELS FEBRUARY 17, 2019 8:05 PM PST

* Similar on many other (free) platforms with recommendation systems:
Instagram, TikTok, tabloid websites etc.
\‘} Smals
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https://www.nytimes.com/2018/03/10/opinion/sunday/youtube-politics-radical.html
https://twitter.com/chrislhayes/status/1037831503101579264
https://www.cnet.com/news/youtube-to-blame-for-rise-in-flat-earthers-says-study/

Amplification through recommendation

* Consumer objective # producer objective
* You: want to find good information

* Social media: wants you to keep watching (ads)
* Promotes content that “pushes buttons”
— Conspiracy theories, sensationalism, disturbing content, extremism, ...

* The recommendation feedback loop

Inflammatory Any content that is watched more ==
——_ obtains a higher ranking in search results

YouTube says it will recommend fewer
. videos about conspiracy theories

Taking steps to reduce the spread of misinformation

-- is this enough?

\ Smals
Source: The Verge

ICT for soclety

By Casey Newton | @CaseyNewton | Jan 25, 2019, 10:47am EST


https://www.theverge.com/2019/1/25/18197301/youtube-algorithm-conspiracy-theories-misinformation

N

e Echo chambers

* By default, you're mostly served pre-selected information
 Who does the selection?
* With what objective?

* Mainstreaming of extreme content
* Eroding trust, proliferation of conspiracy theories (e.g. QAnon)

* National politics, e.g. US 2016 election:
 Search “Trump” =2 81% of “up next” recommended videos is pro-Trump
* Search “Clinton” = 88% of “up next” recommended videos is pro-Trump

( Source: Guillaume Chaslot, “YouTube’s A.l. was divisive in the US presidential election” )

* International politics: information warfare

* e.g. Russian reporting on MH17, Ukraine crisis, Crimea etc.
w;, Smals

ICT for soclety


https://medium.com/the-graph/youtubes-ai-is-neutral-towards-clicks-but-is-biased-towards-people-and-ideas-3a2f643dea9a

What could possibly go wrong?

N

« For Al developers
Data collection issues (bias vs. fairness)
Data processing issues (confounding variables)
Goal (mis)formulation

* For Al deployers
Data poisoning
Adversarial examples

« General public
Spear phishing
(personalized) disinformation
The role of recommender systems

« Defense against the Dark Arts
Transparency & explainability
Digital Skepticism
Policy

Q Smals
ICT for soclety



As a technical person

| | VA Ui U N 7 /
, ACM Conference on Fairness,
¢ Governance through FATE (SometlmeS FEAT) Accountab|||ty, and Transparency
* Fairness, Accountability, Transparency, Ethics (ACM FAccT)
A computer science conference with a cross-disciplinary
. . . focus that brings together researchers and practitioners
° GUIdeIIneS and technlcal tOOIS interested in fairness, accountability, and transparency in
* https://ethical.institute/principles.html socio-technical systems.
* Lime —

IBM Al Fairness 360
Microsoft Fairlearn
Google Fairness-gym I

e Explainable Al .’..".‘. - '1: O
* Important factor in accountability ‘afv !?1 -0 Y
 Especially hard with deep learning = ',"1; Qﬁ v
e Still in its infancy N =% ehe

Smals

Source: Honglak Lee, Roger Grosse, Rajesh Ranganath, and Andrew Y. Ng, “Unsupervised ; IET for soclety |
Learning of Hierarchical Representations with Convolutional Deep Belief Networks”


https://ethical.institute/principles.html

N

= q BUSINESS ‘
= INSIDER

e Awareness \

Inside Facebook's suicide algorithm:

* You are bein g prof”ed .Herets how the company uses artificial

) intelligence to predict your mental
* What you see is not what someone else sees state from your posts |
* Anything you post can be used against you B, 00 |

’ Technology and law keeps eVOIVmg Difficult questions that arise in practice:

Does Facebook have the right to make
. . these analyses?
¢ Rer on authorltatlve, transparent sources . Can Faceb?)/ok share the result with law
* Peer-reviewed science enforcement, even “for your own good”?

o . Consent? Privacy?
[ J
Quallty Journa“sm What with faulty predictions?

— Encourage Digital Skepticism (without being paranoid)

—> Requires some Competences / Literacy < Smals
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As a policymaker
N

* Awareness
* Own vulnerability to pre-selected information

* Advertisement-revenue driven recommendation feedback loop
leads to online over-representation of extremes

* Information warfare

* Stimulate
* Independent and quality media
* Innovation & research on the impact of innovation
* Culture of permanent learning

Vv Smals
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e ———

«O Kenniscentrum
* https://data-en-maatschappij.ai/ ¢Z Data & Maatschappij

 https://www.ai-cursus.be/

 https://www.knack.be/nieuws/factchecker/
* https://www.vrt.be/nl/vrtonderwijs/edubox/ ‘

° . Beschikbare EDUboxen:
-
EDU

FaKy e . Q

Evaluez la fiabilité d’une info

o https://faky.be/fr _ : Al4Belgium
¢ https//o pe nfa Cto-fr/ | — '"%mzun ief" des ﬁms'c e ‘ o Artificial Intelligence by and for people

 https://www.reseauia.be/

ICT for soclety

 https://www.aidbelgium.be/ $ Smals



https://data-en-maatschappij.ai/
https://www.ai-cursus.be/
https://www.knack.be/nieuws/factchecker/
https://www.vrt.be/nl/vrtonderwijs/edubox/
https://faky.be/fr
https://openfacto.fr/
https://www.reseauia.be/
https://www.ai4belgium.be/

Legal protection against Al abuse

 GDPR (ratified in Belgium: law of 30 July 2018)

Article 22

Automated individual decision-making, including profiling

1. The data subject shall have the|right not to be subject to a decision based solelv on automated processing)
including profiling, which produces legal effects concerning him or her or similarly significantly affects him or her.

2. Paragraph 1 shall not apply if the decision:

(a) 1s necessarv for entering into_ or performance of, a contract between the data subject and a data controller;

(b) 1s authorised by Union or Member State law to which the controller 1s subject and which also lays down
suitable measures to safeguard the data subject’s rights and freedoms and legitimate interests; or

(c) 1is based on the|data subject's explicit consent|

3. In the cases referred to in points (a) and (c) of paragraph 2, the data controller shall implement suitable
measures to safeguard the data subject's rights and freedoms and legitimate interests_ at least the night to obtain
human intervention on the part of the controller, to express his or her point of view and to contest the decision.

4. Decisions referred to in paragraph 2 shall not be based on special categories of personal data referred to 1n
Article 3(1), unless point (a) or (g) of Article 9(2) applies and suitable measures to safeguard the data subject's
rights and freedoms and legitimate interests are in place.

Vv Smals
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On the EU level
N

 03/2015: Stratcom Task Force =2 euvsdisinfo.eu

 10/2018: EU code of practice on disinformation
* Signed by Google, Facebook, Twitter, Mozilla etc.
e (Initial) choice for industry self-regulation

 12/2018: EU action plan on disinformation

 04/2019: EU HLEG Ethics Guidelines for Trustworthy Al
* 07/2020: addition of Assessment list for Trustworthy Al
* Belgian coordination: Al4Belgium

Q Smals
ICT for soclety


https://euvsdisinfo.eu/
https://ec.europa.eu/digital-single-market/en/news/code-practice-disinformation
https://ec.europa.eu/commission/publications/action-plan-disinformation-commission-contribution-european-council-13-14-december-2018_en
https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
https://ec.europa.eu/digital-single-market/en/news/assessment-list-trustworthy-artificial-intelligence-altai-self-assessment
https://www.ai4belgium.be/

Further reading
N

* Reports

* The Malicious Use of Artificial Intelligence: Forecasting, Prevention, and Mitigation (“Malicious Al
report”, 02/2018)

e For a Meaningful Artificial Intelligence (“Villani report”, 03/2018)

* Information Manipulation, A Challenge for Our Democracies
(CAPS & IRSEM, France, 08/2018)

o Artificial Intelligence Primer (OECD OPSI, 28/11/2019)

* Organizations and Academia

e https://montrealethics.ai/

https://cyber.harvard.edu/ / https://ai.shorensteincenter.org/
https://www.turing.ac.uk/research/data-ethics
https://hai.stanford.edu/

\ ¥ 4 Smals
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https://arxiv.org/ftp/arxiv/papers/1802/1802.07228.pdf
https://www.aiforhumanity.fr/
https://www.diplomatie.gouv.fr/en/french-foreign-policy/manipulation-of-information/article/joint-report-by-the-caps-irsem-information-manipulation-a-challenge-for-our
https://oecd-opsi.org/ai-primer-blog/
https://montrealethics.ai/
https://cyber.harvard.edu/
https://ai.shorensteincenter.org/
https://www.turing.ac.uk/research/data-ethics
https://hai.stanford.edu/

Epilogue
N
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epresentative Right to
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Al Blind Spot Discovery Process,
MIT Media Lab, licensed CC-BY 4.0 v SITIH'E
ICT for soclety



http://aiblindspot.media.mit.edu/index.html

Thank you!

Joachim Ganseman

Subscribe to our newsletter to remain
updated on upcoming events:

Have a good idea for a research
project or proof-of-concept?


mailto:joachim.ganseman@smals.be
http://www.smalsresearch.be/
mailto:research@smals.be
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