\“, Smals

ICT for society

Focus op Security Governance:

Privileged Account Management

Security Information & Event Management

Bob Lannoy
Kristof Verslype

Onderzoek
Maart 2012

‘O Smals 03/2012

ICT for society

Agenda

Context & trends

Information Security Governance
Privileged Account Management

Security Information & Event Management

PAM - SIEM 2
Bob Lannoy & Kristof Verslype - Onderzoek




Q Smals 03/2012

ICT for society

Context

LEADER (1.5 | JANUARY 25, 2008

25 million consumer financial French Bank Rocked by Rogue Trader
records StOlen Soriété Générale Blames $7.2 Billion in Losses On a Quiet 31-Year-0id

Former Fidelity National Information Services broker sold information

Feds: IT admin plotted to erase Fannie Mae

Former Sys Admin Gets 8 Years for Computer 1Sarvei Draveai’ wacrouly svected

Sabotage By Dan Goodin in San Francisco - Get more from this author

By The Assocated Press + 12/14/2006 Pasted in Crime, 29th January 2009 20:18 GMT
Aformer UBS Paineehber systems administrator was sentenced Wednesday to eight years and one

maonth in prizon for atternpting to profit by detonating a "logic bombk" program that prosecutors said CAUZE 4 firad l:ﬂrnputer engineer for Fannie Mae has been arrested and ch:
milliong of dollars in damage to the hrakerage's computer netwark in 2002 ]

malicious software script designed to permanently destroy millions of
rom all 4,000 servers operated by the mortgage giant

Fired techie created virtual chaos at
pharma company

A former IT staffer has pleaded guilty to using a secret vSphere console o wipe
COMparty Servers

Wikileaks Afghanistan: leak inquiry centres on US
intelligence analyst

The investigation into the biggest leak in US military history centres on a US Army
intellizence analyst who allegedly boasting online that he was going to reveal "the truth”
about the war in Afghanistan.
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Beveiligingsincidenten
Statistieken (1/4)
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Beveiligingsincidenten
Statistieken (2/4)

9290 grote bedrijven (+20%)

- Gemiddeld 45 inbreuken (+30)

- Gemiddeld 280.000£-690.000£ ergste
incident

839%b0 kleine bedrijven (+38%)

- Gemiddeld 14 inbreuken (+6)
- Gemiddeld 27.500£-55.000£ ergste
incident

PRICEVWATERHOUSE(COPERS @ Information Security Breaches Survey 2010
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Beveiligingsincidenten
Statistieken (3/4)

e 2010 < 2008

Virus

62% (+41%)

Inbraak

15% (+2%)

| Denial of Service

& 25% (+14%)

Verlies/diefstal data via personeel

™ 46%

PRICEWATERHOUSE(COPERS @ Information Security Breaches Survey 2010
PAM - SIEM 6
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Information security trends (1/3)
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Information security trends (2/3)

The finan-
cial impact caused
by successful cyberattacks
by hackers and cybercriminals
will not begin to decline
until 2021.

Gartner 2o november 2011)

PAM - SIEM 8
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Information security trends (3/3)

Reguleringen

e Sarbanes-Oxley, Hipaa, PCI DSS, ...
e Meer in USA, minder in EU

Bedrijfspolicies

e Eigen security

e Qutsourcing

¢ Klanten

e Standaarden (ISO 27001, ...)

PAM - SIEM
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Information Security Governance
Aanpak (1/2)

4 Information Security \
Governance & Management

Implementatie
/ Tools

Beleid / Processen

PAM - SIEM 11
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Information Security Governance
Aanpak (2/2)

¥ \| Preventie
w e Ontradend PAM, SIEM
e Informerend

Detectie

e Fysiek
o Virtueel

Verhindering

e Fysiek
e Virtueel

Reactie

e Bestraffend
e Technisch

PAM - SIEM
Bob Lannoy & Kristof Verslype - Onderzoek 12
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Information Security Governance
Technische veiligheidsmaatregelen (1/4)

Beheer van gebruikers & rechten
* Provisioning / deprovisioning
» Entitlements (access)

|« Geprivilegieerde accounts |

e PAM - SIEM 13
% 8 Bob Lannoy & Kristof Verslype - Onderzoek
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Information Security Governance
Technische veiligheidsmaatregelen (2/4)

Bescherming van data
* Encryptie / data masking
* Digital Rights Management

PAM - SIEM (Endpoint) Data Loss Prevention

Bob Lannoy & Kristof Versl
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Information Security Governance
Technische veiligheidsmaatregelen (3/4)
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Information Security Governance
Technische veiligheidsmaatregelen (4/4)
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Insider Threat (1/2)

e Doelbewust

— Al dan niet uitgebreide toegangsrechten
— Hacking technieken (privilege escalation)
— Toegang tot gevoelige data/systemen

e Onbewust
— Gewone gebruikers met (teveel) rechten
— Gevoelige gegevens meenemen/verliezen
— (Doel van hack-aanval)

PAM - SIEM
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Insider Threat (2/2)

e Insider threat ~ 20 a 40 % incidenten
— 10 a 20% doelbewust & ~ 5%

& Impact omgekeerd evenredig

PAM - SIEM
Bob Lannoy & Kristof Verslype - Onderzoek
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Wat is "Privileged account management"?

I am root.

If you see me laughing,
you'd better have a backup!
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Wat is "Privileged account management"?
Termen & acroniemen

a B )
ccess PAM
Privileged ACCOL_'nt Management PIM
{Jdentlty PUM
ser
A 4
Super User Privilege Management ) SUPM
Application to Application Password Management AAPM
Shared-Account/Software-Account Password Management/SAPM
Privileged Account Activity Management PAAM
. PAM - SIEM 21
Bob Lannoy & Kristof Verslype - Onderzoek
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Wat is "Privileged account management"?
Termen & acroniemen

e Privileged Account

e Shared-Account/Software Account
e Application to Application

o Activity

PAM - SIEM 22
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Wat is "Privileged account management"?
Privileged account / Shared-account

4 Gewone account N
Gebruiker met eigen credentials (uid/pw, eid/pin, ...)
Gebonden aan gebruiker
Gebruiker is ‘verantwoordelijk’

-

4 I

Privileged account / Shared-account
Account met hogere rechten
Niet gebonden aan gebruiker
Gedeeld met verschillende gebruikers

Beheeraccounts software/hardware
L e FAN = SI1CM
E7 Bob Lannoy & Kristof Verslype - Onderzoek
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Wat is "Privileged account management"?
Privileged account / Shared-account

e \Voorbeelden
— 0S: Administrator (Windows), root (Linux)
— DB : SYS / SYSTEM (Oracle), ...
— Virtualisatiesoftware console
— Netwerk toestellen
— Service accounts, ...

PAM - SIEM 24
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Wat is "Privileged account management"?
Application to Application

e Wachtwoorden in applicaties

— Toegang tot database

— Communicatie tussen toepassingen
e Opslag wachtwoord

— Embedded

— Configuratiebestand

Toepassing @

PAM - SIEM 25
Bob Lannoy & Kristof Verslype - Onderzoek
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Wat is "Privileged account management"?
Activity

e Logging van activiteit van gebruiker
— Wie / waar / wanneer
— Session logging
e Ondersteuning voor audit / compliance

PAM - SIEM 26
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Wat is "Privileged account management"?
Probleem (1/2)

e Default accounts met vast wachtwoord
o Gedeeld = groep gebruikers

— Hoe wordt het gedeeld?

— Veiligheid/bescherming van wachtwoord
Complexiteit, vernieuwing na x tijd, ...

e Operaties met die account = wie was het?
e Mensen die bedrijf verlaten, wachtwoord
veranderd?

e Gebruik van virtualisatie of private cloud,
vergroot mogelijke schade

PAM - SIEM 27
Bob Lannoy & Kristof Verslype - Onderzoek

‘O Smals 03/2012

ICT for society

Wat is "Privileged account management"?
Probleem (2/2)

e Risico’s
— Verlies van confidentiéle gegevens
— Serviceonderbrekingen
— Imagoschade

PAM - SIEM 28
Bob Lannoy & Kristof Verslype - Onderzoek
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Aanpak

PAM geintegreerd in groter geheel

Stappen / maturiteit I‘ /

Gebruik van PAM-software J
Gebruik van specifieke tools zoals sudo of scripts J
Policy om wachtwoorden regelmatig te wijzigen J

1&\ Toegang tot credentials beschermd J

Wachtwoord / beheerd systeem J

( Overal hetzelfde wachtwoord J

PAM - SIEM 30
Bob Lannoy & Kristof Verslype - Onderzoek
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Aanpak
Principes

Gewone account
Tijdelijke verhoging van rechten

4 Administrator
Administratie account naast gewone account
One-time passwords

\ Toegang tot shared account in noodsituaties

PAM - SIEM 31
Bob Lannoy & Kristof Verslype - Onderzoek
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Aanpak
Software

e Privilege elevation in OS
— Sudo (LinuX), Runas (Windows)
— Role based Access Control (Solaris)
— Specifieke softwarepakketten (Windows, Linux)

PAM - SIEM 33
Bob Lannoy & Kristof Verslype - Onderzoek
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DEMO - Sudo

e Privilege elevation: "sudo <commando=>"
e Configuratie in "sudoers" bestand

e Configuratie is niet zonder gevaren

e Centralisatie configuratie mogelijk (LDAP)
e I/0 logging (sedert 1.7.3)

e Plugin architectuur (sedert 1.8), met
bijvoorbeeld plugin van Quest Privilege
manager for sudo

PAM - SIEM 34
Bob Lannoy & Kristof Verslype - Onderzoek
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Aanpak
Software

O beyondtrust

technologies

Cyber-(Drk’ AJ

LIEBERMANSOF TWARE..

QUEST
SOFTWARE"

PAM - SIEM

35
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Software
Werkingsprincipe

> - v
(o —— | SysteemA | &
\@\‘ SysteemB |

2 f .
Systeem A

Systeem C

Systeem C

@ Aanmelden

@ Doelsysteem kiezen

@ Sessie op systeem
(@) wijziging wachtwoord

PAM - SIEM
Bob Lannoy & Kristof Verslype - Onderzoek
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Software
Eigenschappen

e Centrale wachtwoord database

e ~ Agent-less
Productspecifieke connectoren

SSH, Telnet
Connectoren———— H{1TP(S)

ODBC

Encryptie
Disaster recovery
High availability

Robuust & veilig——

Appliance of software

PAM - SIEM 37
Bob Lannoy & Kristof Verslype - Onderzoek
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Software
Eigenschappen

e Discovery Identificeren van privileged accounts
Via AD, DNS, portscan, CMDB, ...

Automatisch wijzigen (policy)

e Beheer PW ——— Coodrdinatie / orchestratie

Consistentie controle

Gebruikersinformatie
e Toegangscontrole —— context

Workflow

PAM - SIEM 38
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Software
Eigenschappen

Tonen

Copy/paste buffer
Sessie openen
Privilege elevation

e Wachtwoorden gebruiker

e Wachtwoorden toepassing —{ zﬁt"heA:tIicatie .

_ _ Algemene logging
e Rapportering/logging Session recording
Rapport

PAM - SIEM 39
Bob Lannoy & Kristof Verslype - Onderzoek

03/2012

Topologie

Intern

Wachtwoord
Netwerk

Beheer

&

Web
interface

Wachtwoord
Database

DMZ

Wachtwoord
Beheer
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DEMO - PAM-tool

e Windows
e Unix
e Database

PAM - SIEM 41
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DEMO - toepassingen

Server

Ve

Weblogic

Certificaten "

£

[ Data Source J)
PAM j—> PAM

G
A 1

PAM

PAM - SIEM 75
Bob Lannoy & Kristof Verslype - Onderzoek




v Smals 03/2012

ICT for society

Software
Vaststellingen (1/2)

e Redelijk vlot voor standaardsystemen
— Scripting voor tuning van command prompts

Soms browserafhankelijk gedrag

Topologie heeft invloed op implementatie
— firewall die (Windows) traffiek blokkeert
Veranderend serverpark

— koppeling met tool nodig (API)
Gelijktijdig gebruik zelfde gedeelde account A

PAM - SIEM 43
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Software
Vaststellingen (2/2)

e Integratie in applicaties
= complexiteit N (API, deployments)
= geen wachtwoordbeheer meer in app
e Wachtwoord caches & wijzigingen
— Account lockout
— Tuning
e Huidige aanpak elk team (Windows, Unix, DB,
...) verschillend

PAM = project

PAM - SIEM 44
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Software
Prijsmodellen

/ eindgebruiker
Software

— / Softwareinstantie

— / Appliance
Wachtwoorden

— / beheerd wachtwoord
— / beheerde server
Session recording

— / server

— Concurrent sessions

PAM - SIEM 45
Bob Lannoy & Kristof Verslype - Onderzoek
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Niet-toolgebonden aspecten

e Ken uw (nieuw) personeel

e Opleidingen: maak mensen bewust van
risico's

e Segregation-of-duties: combinatie van taken
geeft aanleiding tot risico

e Monitoring/logging naar extern systeem
beheerd door andere personen

PAM - SIEM 47
Bob Lannoy & Kristof Verslype - Onderzoek
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Conclusies (1/3)

e Beperk de risico's en neem beheer van
privileged accounts in handen
e PAM deel van groter geheel
— Klassiek Identity/Access management
— Monitoring
e PAM # 1 tool
— Beleid / policies / processen / technologie
— Segregation-of-duties
— Bewustmaking gebruikers
— Auditproces (gescheiden van IT)

PAM - SIEM 49
Bob Lannoy & Kristof Verslype - Onderzoek
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Conclusies (2/3)

e Zonder PAM-tool
— Minimum : Wachtwoord / systeem
— Administrators # shared accounts
— Gewone gebruikers: "sudo"
— Wachtwoordenlijst beveiligen
— Wachtwoorden veranderen
— Automatisatie/centralisatie beheer
— Logging / monitoring

PAM - SIEM 50
Bob Lannoy & Kristof Verslype - Onderzoek




v Smals 03/2012

ICT for society

Conclusies (3/3)

e Met PAM-tool
— Risico maximaal beperkt tot beheerder van tool
— Let op gewenste functionaliteit
— Impact van topologie/architectuur op kostprijs
— Gebruiksvriendelijkheid van oplossing
— Verhoging complexiteit <-> verhoging veiligheid
— Beschikbaarheid

e Risico <-> Kost

PAM - SIEM 51
Bob Lannoy & Kristof Verslype - Onderzoek
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bob.lannoy@smals.be
3 @boblannoy
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Agenda

Context & trends

Information Security Governance
Privileged Account Management

Security Information & Event Management
— Basisprincipes

— AlienVault

— ArcSight

— Managed SIEM

— Tot slot
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Uitdaging

e Miljoenen logs, slechts enkele incidenten...

PAM - SIEM
Bob Lannoy & Kristof Verslype - Onderzoek 55
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De essentie
1. Centrale logging
2. Real-time monitoring
3. Alerting
4.  Analyse achteraf
PAM - SIEM
56
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Verwerkingsproces

Verrijking

af]

[ Collectie Norma- Correlatie Prioritizatie

lisatie

Monitoring

{] Real-time
* Achteraf

PAM - SIEM
Bob Lannoy & Kristof Verslype - Onderzoek 57
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. Col_lec— H N_orm_a H Cor:_—e—
C 0 I I e Ctl e tie -lilsatie latie

03/2012

Prioriti Archive
zatie ring

Push Pull

“ r ———————————————— ~‘

Configuratie 1 . 1

[ SIEM ] : Near real-time :

N e —— /
'f ———————————————— ~‘
1 Geen garantie 1
! alle logs s
N e ————————— /
" ———————————————— ~=
: Flooding 1
o y

= Ondersteunt SIEM de bron?
=> Soms agent op device nodig
=> Meestal push

PAM - SIEM
Bob Lannoy & Kristof Verslype - Onderzoek 58
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- - Col_lec— H N_ormg H Corl_'e— T Prio_riti Arc_hive
N O rm a I I Sa tl e tie -lilsatie latie zatie ) , ring

@ Syslog

Netflow

Windows Event Logs

Cisco logs

SIEM formaat p

Normalisatie Correlatie

-8

e XML, comma-separated, ...

3

o "timestamp" , "time" , ...

.

*"Mon, 19 Mar 2012 13:38:11 GMT", 1332164291, ...

I T

Bob Lannoy & Kristof Verslype - Onderzoek 59
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Correlatie
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Verrij-
king
Collec- Norma Corre- II
tie -lilsatie latie

Prioriti Archive
zatie ring

Attacker

Firewall

[% Port scan ]

-

iﬂ Failed SSH auth.

~

Application
server

) S
[BAURP 9010J-91N.q
HSS 9]|0AS220NS

w Successful SSH auth.

w Sudo install ...

f - B
g. ] Reconnaissance
kd

J

Ongoing intrusion attack from same IP

PAM - SIEM
Bob Lannoy & Kristof Verslype - Onderzoek 60
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Verrij-
king
ICT for society T
_— - Collec- Norma Corre- Prioriti Archive
Ve r rIJ k I n g tie -lilsatie latie zatie ring

"Mar 20 08:44:35 192.168.56.41 sshd[263] Accepted pass for krive from 216.101.197.234 port 56946 ssh2"

|:> Externe bronnen: DNS, user directories, ...

192.168.56.41

- name: Zeus

- group: database servers
- location: SC 03.174

172.16.254.1
- location: Beijing, China
- domain: kp.cn

krive

- name: Kristof Verslype
- group: Onderzoek

- role: jr. onderzoeker

- since: 01/12/2011

PAM - SIEM
Bob Lannoy & Kristof Verslype - Onderzoek 61
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- - - Col_lec— H N_orm_a H Cor_re— T Prio_riti Arc_hive
P r‘l O r'l tl Za tl e tie -lilsatie latie zatie ) , ring

¢ Client computer

Waarde asset e Kritische server
eIdealiter CMDB

eToegang met beperkte privileges

Impact bij succes Rlielelst:[ee]
e Onafhankelijk van waarde asset

o2 gefaalde SSH toegangen

Waarschijnlijkheid 20000 gefaalde SSH toegangen
Op succes

PAM - SIEM
Bob Lannoy & Kristof Verslype - Onderzoek 62
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A rc h iverin g tie llsatie zatie ring

q;yshnahs

ICT for society

Beschik- Bewijs-
baarheid baarheid

Archi-
vering

Inte- Confiden-
griteit tialiteit

PAM - SIEM
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Archive

Collec- Norma Corre- T Prioriti
Monitoring i, Y, L R, BT

Moni-
toring

Evalueren

e Kwetsbaarheden
e \Verdachte activiteit
e Incidenten

Dashboards

... _| » Remote login
_<| » Idealiter enkele high-priority events

| ¢ Dashboard
¢ E-Mail, SMS, ...

PAM - SIEM
Bob Lannoy & Kristof Verslype - Onderzoek 64
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Analyse o |

Verrij-
king

03/2012

zatie

B Rapporten B Kennis eigen security
B Queries B Forensisch onderzoek
[ | Compliancy
PAM - SIEM
Bob Lannoy & Kristof Verslype - Onderzoek 65
“‘, Smals 03/2012
ICT for society
Evolutie
SIEM 1.0: Perimeter
™ e Firewall
| « IDS/IPS
* Application server
SIEM 2.0: Interne netwerk
¢ Client computers
¢ Printers ga
SIEM 3.0: users & data
e Hoger niveau
SIEM 4.0: Business intelligence
¢ Bedrijfsprocessen
* Meer dan enkel security
PAM - SIEM
66

Bob Lannoy & Kristof Verslype - Onderzoek




v Smals 03/2012

ICT for society

Topologie

Hiérarchisch
Standaard

=

- Taakverdeling
- zelfde/andere vendor

- Taakverdeling mogelijk
- Complexer dan hiérarchisch

PAM - SIEM

v gms?dle:_; 03/2012
Beschikbare systemen
IRN > (") Radar
YMcAfee > NITROVIEW
= [ > ArcSightst
EMC. > RSAENVISION
m = olienvault ) =mrfalienvault

Bob Lannoy & Kristof Verslype - Onderzoek




Getest @ Smals onderzoek

=" alienvault

Basisprincipes AlienVault ArcSight Managed SIEM Tot slot
) Smals =" alienvault
ICT for society il
Componenten

- Gratis
. Betalend ﬁ : :
Normalisatie

Prioritisering

Luisteren netwerk

PAM - SIEM
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Bouwblokken

OC5€X1 8’202(01]00

inveniory Integratie

in
AlienVault

Open

source

Inprotect
PoOf NFSen/NFDump

LR J

Passive Asset Detection System

& OsSEC

. Q“ OpenVAS
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Correlaties (1/3)
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Correlaties (2/3)

SSH failed 2

authentication =

SSH successful 10 SSH failed g

authentication authentications o

100 SSH failed [l SSH successful |3

authentications authentication o

directive Persistent SSH successful 1000 SSH failed g

connections authentication authentications N

@ rule
e 2 PAM - SIEM
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Correlaties (3/3)

<rule type="detector" name="SSH Authentication failure (10 times)
reliability="2" occurrence="10"
from="1:SRC_IP" port_from="ANY*
to="1:DST_IP" port_to="ANY*
time_out="40"
plugin_id="4003" plugin_sid="1,2,3,4,5,6,9,10,12,13,14,15,16,20"
sticky="true"/>

\</directive>

ﬂdirective id="500000" name="SSH Brute Force Attack Against DST_IP" priority="4">

/

Ook via GUI Standaard 92
directieven
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Normalisatie (plugins)

6vent_type:event \

regexp=(?P(\W{3\s\w{3}\s\d{2}:\d{2}:\d{2)\s\w{4})|(\W{3\s+\d{1,2}\s\
d{2}:\d{2}:\d{2}))(\]|\s).*\s\[(?P(emerg|alert|crit|error|warn|notice|info|
debug))\] (\[client (?P\S+)\] )(?P.*)

date={normalize_date($date)}

plugin_sid={translate($type)}

src_ip={$src}

Qserdata1 ={$data} )

o N
Ondersteuning i Geen DAM, 1
2395 bronnen Il PAM, ... !
oot T T T Y
: Geen GUI 1
S )
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Screenshots
e Overzicht
e Alarmen

m=" olienvault
o Kwetsbaarheden .. Professional SIEM

User [admin

Password (eesss

Maximized

|_Login |

PAM - SIEM
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Aandachtspunten

Configuratie

e Setup Bronnen (syslog)
¢ Asset info

e Correlatieregels

¢ Plugins(normalisatie)

Krachtige servers

e Normaliseren
e Correleren

PAM - SIEM
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In gebruik @ Smals

ArcSight<t

An HP Company

Basisprincipes AlienVault ArcSight

Managed SIEM Tot slot

vonE
Componenten (1/3)

ArcSight<t

An HP Bnmpan;

PAM - SIEM

Monitoren gebruikers incl.
shared & privileged accounts

Correlaties, dashboards

Normalisatie

Optimalisatie langetermijn
- Queries uitvoeren,
- Genereren rapporten,
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¢ Smals ArcSIght<t

ICT for society 5
An HP Company

Componenten (2/3)

Monitoren gebruikers incl.
shared & privileged accounts

Correlaties, dashboards

Normalisatie

PAM - SIEM
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@ Smals ArcSight<t

ICT for society »
An HP Company

Componenten (3/3)

Lightweight ArcSight

PAM - SIEM
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¢ Smals ArcSIght<t
Screenshots

e Top-10

e Events

e Actuele aanvallen
e Statistieken

PAM - SIEM
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Start Time:
End Time:
Filter:

Inline Filter:  No Filter
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An HP Company

Functionaliteit (1/2)

Real-Time monitoring

e Aanpasbaar window (vb. 2u)
¢'Near-time’ -> 2 a 5 min.

Reactie

e Triggeren zelf geschreven scripts
e Risico’s!

Backup

e Standaard enkel in zelfde ESM
¢ NAS kan

PAM - SIEM
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g|I\r|thl:|m1|'.lan;
Functionaliteit (2/2)
R Asset management
e Import tool (kan beter)
e Momenteel nog veel manueel werk
User management
e Toegangsrechten
e Gepersonaliseerde rapporten
e Gepersonaliseerde dashboards
Filteren
e Device -> connector?
e Connector, logger -> ESM?
eESM -> Archief?
e Dashboard -> user?
PAM - SIEM
91
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Kostenmodel
e Appliance )
Compo- ¢ Virtual appliance
Pl * Software )
e Aantal geactiveerde cores in appliance )
e Eigen hardware
REIGEIE o | y
e Detectie low-and-slow attacks A
. e Langetermijn
Functio-
naliteit [ )
N
e Per device
Bron e Zou meevallen in totale prijs
device )
PAM - SIEM
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Ervaringen

s ) T mm——— "\I oo E s "\I
Meerwaarde 1 Gesloten 1} [Ypisciivatach I
I [ terstand op markt 1

\ J e ) e e e
s “ oo T T N =1
Beperkte overhead : Duur : 1 Query kan lang duren :
< 5% netwerk I I : (zonder logger) 1

\. J A\ o o o o e e e e e e
4 A 'v' ————————————————— =~ r ----------------- =\
Anti-forensics 1 Beheer soms : 1 Update SIEM :
onmogelijk I omslachtig 1 : devices # evident 1

\ J e .
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oo T A
I Investerings- s
Il kosten }
T T 1
: Onderhoud :
| _
oo e T Y
I . !
1 Expertise :
| S _
oo T T e \
1 24/7/364 :
" monitoring }
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Managed Siem
" MSSP (Managed Security
E Service provider)
~&
-
-
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Pro’s & cons
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\ J J R =
4 ) 4 ] ) " """""""" ‘I
Schaalbaarheid Escalatie naar : Bep.erkte're. i
andere bedrijven 1 functionaliteit 1
\ J \\ Y, S A
' ) oo T T Y
24/7/365 I Beperktere :
monitoring ! HW/SW I
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reT T T e T \
1 Beheers I
I kosten? I
e o e - = - -
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Managed Security Services

Co-
managed

Company

managed

Provider beheert

. Bedrijf beheert eigen - =
SIEM SIEM in bedrijf

o Monitoring &
. Monitoring & = escalatie door
escalatie door bedrijf provider
. Ondersteuning door
provider

[Provider beheert
deel hardware]

Switch company
managed kan

PAM - SIEM

Provider

managed

Logs -> provider

Monitoring &
escalatie door
provider

[Provider beheert
deel hardware]

Bob Lannoy & Kristof Verslype - Onderzoek
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Market Share Of Top Managed Security Services Providers

IBM
10%
Other
23% Symantec
9%
Getronics  Raytheon BT
2% 2% — 7%
[
CGI
2% HP
| 7%
Bell Canada Wlpro
2% 3% T—Systems Verizon Business
3% 7%
Fujitsu
SecureWorks AT&T 6%
3% 4%
Northrop Grumman . CSC
3% 4%
—Lockheed Martin
3%

Source: Forrester estimate based on information provided by managed security service providers
2010

Source: Forrester Research, Inc.
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Aandachtspunten
Business Infrastructuur Uitrol & gebruik
{ ' 4 ' a '
Incidence Kennis Geen
response plan infrastructuur ‘plug & Play’
J . S .
é ) 7
Getrainde Geen zwarte Finetuni
mensen gaten inetuning
\. 7
( N 4
Business Device klok D
requirements synchronisatie geuinenteel
\ V. . J \
~ ) q ~ D
Draagvlak/ Langetermijn Gefaseerde
Betrokkenheid opslag uitrol
\ J \ J . J
( )
Onderhoud
\. J
PAM - SIEM
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Mogelijke evoluties

Managed
SIEM

Integratie
nieuwe
technologie

Mogelijke

evoluties

Business
Intelligence

Hoger
niveau

PAM - SIEM

Betere
Correlatie
(analytics?)

Standaar-
disatie log
formaat
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Te onthouden

SIEMiseenPROJECT

Gratis kennismaking

Eerste goede
secu?'ity . AlienVault
Goede voorbereiding L .
Technisch / MENSEN ] Weinig intrusief
Uitrol vergt tijd Beperktere
=>12-18 maand . functionaliteit

SIEM in productie:
onderhoud .
Correlatieregels!

PAM - SIEM

Bob Lannoy & Kristof Verslype - Onderzoek 103
Q Smals 03/2012
ICT for society
Literatuur
2011 Data Breach Investigations Report
Verizon
2011
'-4“-’.% Security Information and Event Management (SIEM)
sy 1MPlementation
ot . Miller, Harris, Harper, VanDyke, Blask
%% 10/2010
o
“| Security Information and Event Management:
—«--| Business Benefits and Security,
Governance and Assurance Perspectives
ISACA
12/2010
PAM - SIEM
104

Bob Lannoy & Kristof Verslype - Onderzoek




‘O Smals 03/2012

ICT for society

Vragen

Met dank aan
Bart Maes

Marc Vael

Johan Costrop
David Tillemans
Michel Brouyére

kristof.verslype@smals.be
Smals Onderzoek

PAM - SIEM
Bob Lannoy & Kristof Verslype - Onderzoek 105

‘O Smals 03/2012

ICT for society

Referenties
Publicaties Onderzoek

e "Authentification et signature digitale: concepts, techniques
et applications internet", M. Laloy, 03/2001

e "Gebruikers- en toegangsbeheer", B. Lannoy, 10/2005

e "Beveiligde uitwisseling van gegevens", M. Laloy, 05/2007

e "Desktop Single Sign-On / Enterprise Single Sign-On" B.
Lannoy, 07/2007

e "TrueCrypt v.5.1a - On-the-fly disk encryption software", P.
Jorissen, 05/2008

e "Bescherming van de interne gegevens", P. Jorissen,
02/2009

e '"La sécurisation des supports de données", T. Baigneres,
05/2010

e "Gestion des certificats digitaux et méthodes alternatives de
chiffrement”, J. Cathalo, 05/2011

PAM - SIEM 106
Bob Lannoy & Kristof Verslype - Onderzoek




Demo PAM

Sudo commando

[normuser@Pltsmapam@@ib “~1% whoami

normuser

[normuserPltsmapandlbh ~15 tail —-f /var/log/messages

tail: cannot open ‘svar/log/messages’ for reading: Permission denied
[normuser@ltsmapam@Bib ~15 tail —-f svar/log/secure

tail: cannot open ‘svar/log/secure’ for reading: Permission denied
[normuser@ltsmapam@B1ib ~15 sudo tail —f svar/log/messages

Jan 12 15:15:91 ltsmapamBBlbh ntpd[298991: Listening on interface W3 ethl, fe8B::
250:56ff:feBa:178H123 Enabled

Jan 12 15:15:081 ltsmapamBBib ntpd[29899]1: Listening on interface #4 lo, ::1#123
Enabled

Jan 12 15:15:81 ltsmapamBB@ib ntpd[29899]1: Listening on interface #5 ethB, feBB::
250:56ff :feBa:16fH#123 Enabled k

Jan 12 15:15:01 ltsmapamBBib ntpd[29899]1.* Listening on interface #6 lo, 127.0.0.
1#123 Enabled

Jan 12 15:15:81 ltsmapamB@ib ntpd[298991: Listening on interface ethd, 18.6.1
P1.4928#123 Enabled

Jan 12 15:15:01 ltsmapamB@1lb ntpd[29899?]1: Listening on interface H8 ethli, 18.32.
80.177#123 Enabled

Jan 12 15:15:81 ltsmapam@B@ib ntpd[2989?2]1: Listening on interface #9? eth2, 10.32.
84.177#123 Enabled

Jan 12 15:15:01 ltsmapamBBib ntpd[29899]1: Listening on routing socket on fd #26
for interface updates

Jan 12 15:15:81 ltsmapam@@1b ntpd[29892]1: kernel time sync status 20480

Jan 12 15:15:01 ltsmapamBB1ib ntpd[29899]1: frequency initialized 19.588 PPM from
/var/1lib/ntp/drifc

“Clnornuser@ltsmapan@@ib 1% sudo tail —f svar/log/secure

[sudo] password for normuser:

Sorry, user normuser is not allowed to execute ’/usr/bins/tail —-f /var/log/secure
' as root on ltsmapamBBlib.smals-mum.be.

iNoFMUSEerEitSmapanvoin 1% m




Sudo configuratie (sudoers)

## runas_alias —
# host_alias —

#f cmnd_alias —
Cmnd_Alias CHECKRAIDCONF = /home/confmon/raidinfo/
Cmnd_Alias SHELLS = /bin/sh./bin/bash./bin/ash./bin/bsh.,/bin/ksh., /usr/bin/ksh.7u
sr/bin/pdksh, 7bin/tcs h./bln/c h
= (‘II = /h‘n/n..

CHECKSYSLOGS = /bin/cat /var/log/messages ., /usr/hin/tail -f svar/log/m
essages T N ) ) . ) . ) = N
Cmnd_H1ias REBOUT = /sbin/halt,./shin/shutdown,/shin/rehoot,/shin/1init,./shin/tell

PROCESSMGMT /binskill
¢ 2l s SERUICEMGMT = setc/init.d/
Cmnd_Alias TESTCMD = /bin/vi, Zopt/scripts/testsudo.sh

Defaults:normuser log_input, log_output

# user_spec ——

confmon ALL = NOPASSUWD: CHECKRAIDCONF

zoperators ALL=C(ALL> NOPASSWD: CHECKSYSLOGS, REBOOT, PROCESSMGMI, SERUICEMGMT
“localadmins ALL=C(ALL> NOPASSWD: ALL

root ALL=<ALL> ﬂIJL

“wheel ALL=(ALL> NOPASSWD: ALL

#1ltsmapamB@Bib—admins ALL=C(ALL> NOPASSWD: ALL

#linux—admins ALL=C(ALL> NOPASSWD: ALL

2 1tsmapamBBib—-operators ALL=C(ALL> NOPASSWD: CHECKSYSLOGS, REBOOT, PROCESSMGMT. S
ERU I CEMGHMT

/llnux operators ALL=C(ALL> NOPASSWD: CHECKSYSLOGS, REBOOT, PROCESSMGMI. SERUICEM
GM

normuser ~tﬂLL‘

normuser ALL=C(ALL> NOPﬂSoUD' TESTCHD NOEXREC: TESTCMD

Sudo — shell escaping & noexec

00t

[rootBltsmapamBB@ib normuserllt tail /var/log/secure

an 12 15:12:47 ltsmapamB@lb sudo: normuser : command not allowed ; TIY=pts/3 ;
PWUD=/home/normuser ; USER=root ; COMMAND=/us»/bin-s/tail -f /var-/log/secure

an 12 15:13:34 ltsmapamB@ib sudo: normuser : TTIY¥Y=pts/3 ; PWD=/home/normuser ; U
ER=root ; TSID=688002 ; COMMAND=/bin/vi

an 12 15:15:88 ltsmapamﬁﬁlb sudo: normuser : TIY¥Y=pts/3 ; PUD=/home/normuser ; U
SER=root ; TSID=000001 ; COMMAND=/us»/bins/tail —f /var/log/messages

Jan 12 ir 15:39 1ts mapam@@lh 0udn- pam_succeed_if (sudo:auth): requirement "user
= poot" not met by user “normuser'

Jan 12 15:15:39 ltsmapamB@ib sudo: pam_succeed_if{(sudo:auth): requirement "user
ingroup rsausers' not met by user “"normuser”

Jan 12 15:15:39 ltsmapamBBlb sudo: pam_succeed_if (sudo:auth’>: requirement "user
otingroup ldap—rsausers' was met by user "normuser"

an 12 15:15:43 ltsmapamB@lb sudo: pam_sss(sudo:account): fAccess denied for user
normuser: 10 (User not known to the underlying authentication module)

an 12 15:15:43 ltsmapam@B1b sudo: normuser : command not allowed ; TTY=pts/3 ;
PUD=/home /normuser ; USER=root ; COMMAND=/usr»/bin/tail -f /var/log/secure

Jan 12 15:16:48 ltsmapamBBlb sudo: normuser : TT¥=pts/3 ; PUD=/home/normuser ; U
SER=root ; TSID=000882 ; COMMAND=/opt/scripts/testsudo.sh

an 12 15:17:22 ltsmapam@@ib sudo: normuser : TTY¥Y=pts/3 ; PWUD=/home/normuser ; U
SER=root ; TSID=0880003 ; COMMAND=/bin/vi

[root@PltsmapamB@@lb normuser It exit

exit

[normuser@ltsmapam@@ibh “1% sudo sbinsvi

Cannot execute shell /binsbash

Cannot execute shell /bins/bash
[normuser@Pltsmapam@Bibh ~1$% sud¢* sopt/scripts/testsudo.sh
/opL/scrlpts/te tsudo.sh: line 2: Zusr/bin/tail: Permission denied




PAM-tool web-login

Wachtwoord opties & tonen wachtwoord

S, cave emoty 1o sesrch ol Go -]

views | Favorites :
e AilEel L] usernane | agress [sote < | oy © ————
[ Favortes (3) B CrBERARK Htsmapam00 18 dotabene Orade @ HEE|
Coe —— = a5
_ [ew | Fe—= = | el || WG STE|
[ My Requests (5) Password content: =
ffmcoming Requests (0) QpL120b] Copy
Hy Views s
Buda Window vl be dosed in: 2 seconds
T




Integratie lokale software (Tunnelier) (1/2)

EA cave emply fo search all m

E-Em-&jwmm 2 Add to Cart e

| Views ul Favorites ]
Account Views sfoel [ sermame Assess sate - [Py L]
%I‘mt&} | B CYBERARK Itsmapam00 1a database Orade G LH&E B
[IE] Locked accounts B ® gon | &
[IE] New accounts | F bl 0012
[y Requests (5)
| flncomng Requests (0) |
My Views -
[53 My Cart
1144 Page 1of1 » ¥ 2 Displaying accounts 1-30f 3

Integratie lokale software (Tunnelier) (2/2)

Pane 4| Try gssapi-keyex first if avadsble - e

@ O @ =
n Helo
|Terminal Console. ([ 10:14:01.558 Connected. -

> J)10:14:01.562 Starting first key exchange.
'.n-J i/10:14:01.562 Server version string: SSH-2.0-1,04 FlowSsh: WInSSHD 5.15
| OpenNew SFTP | 1/10:14:01.593 Mew host key received. Algorithm: ssh-dss, Size: 1024 bits, MDS Fingerprint:
‘Window 2a:e1:f5:9e:af:91:b6eb:d0: 2f:Bd: 19:d: 42:88: 75, Bubble-Babble:
saubok-bague-nides-vituk-misut-nihem-siof-kyvul-sypot-tifef-ghax,
% J1J10:14:01.602 First key exchange completed.
3)10:14:01.602 Key exchange: diffie-helimangroup14-sha . Session encryption: aes256-ctr,
Open New MAC: hmac-shal, compression: none.
|Remote Desktop | 4/10:14:01.606 i d auth
J)10:14:01.612 Authentication completed.

- i J)10:14:01.613 Auto opening Remote Desktop session.

— iu 1J10:14:01.614 Listening for Remote Desktop chent-2-server connection on 127.0.0. 1:47657
T succeeded.
J)10:14:01.650 Remote Deskinp Connection launched successfilly.

J10:14:02.031 Accepted Remote Desktop dient-2-serves connecton from 127.0.0.1:63173%0 ||
127.0.0.1:3399. -




Workflow (1/2)

x|

Connect with Account

You are required to spedfy a reason for this operation:

Request Timeframe

[ Access is required:
From: 12 3 v| To: - ; | v  GMT+01:00

Multiple access is required during this period

Operation: Retrieve password Unix via SSH-cyberark-{tsmapam00 1b
Status: 1user(s) must confirm the request

. OK | Cancel |

Access o Leave emply fo search alf Go

[GBack [Elconfrm [ TFReject

Request Details

Status: Request is waiting: 1 more user(s) must confirm the request Account Details - Unix via SSH-cyberark-Itsmapam...
Requested on: 12/01/2012 09:51:01
: normal
Operation: P i Unix via SSH-cyt k-1t |
Safe name: :mb( = | Pocy ID: Unix via SSH a
Reason: C ctionCli TTY) ¢ :  Operating System
ype: Single operation | o e it
Authorization required from
E ki [Name: Operating Svit?-ml-
bobl Last verified:  13/12/2011 09:10:34
o Last modified: PasswordManager (11/01/2012 17:37:48)
| Lastused: normal (12/01/2012 09:43:28)
| User Name: cyberark
Address: tsmapam0D01b

Authorize Access

Reason: |Authorized
L_CF] [ Reject )




Account - detailscherm
Cyber- . rk Privileged Identity Management 12/01/2012 | About | Logoff
Ce—
+1 Change Reconcle |4 Verify [71Send Link Q Refresh
Account Details: Unix via SSH-cyberark-ltsmapam001b

Activities Versions
Password Status:
Logon Account:
Reconcile Account: Unix record-cyberarkr 4tsmapam
PuTTY v Conng Copv Shortout Account Group
Group: [None]

Policy ID: Unix via SSH

Operating System

unix

Operating System-UnixSSH-
Itsmapam001b-bl

13/12/2011 09:10:34

PasswordManager (11/01/2012 17:37:48)
normal (12/01/2012 09:43:28)

cyberark

Itsmapam001b

Session recording
2 itsmapam001b - PSM Transparent Connection - W Internet Explorer I . . . o [l

Itsmapam001b - Cyber-Ark Privileged Session Manager




Session recording — search/keystrokes/video

< Search recordings: All recofdings, session contains: passwd |
- User Account User Name ccoun Tess | AcCoun y D | Start ~ Duration Vid

= normal cyberarkr Itsmapam00 1b UnixSSHRecord 12/01/2012 11:08:54 00:00:31 368 N

s Keystrokes Offseat

1 :J\:b cat /etc/passwd 00:00:21
3 norma tsmapam00 1b

Page -20f2
14« 4¢ «1 11 1> »»
Applicatie integratie
Datasources

Application that uses WebLogic datasource. The WebLogic JDBC data source uses a phgin to get the Oracle Db password

Go to Datasource application

A

Application - Protected keystore

An application requests the password of a local Java keystore from the Vault in order to be able to open it

Go to Keystore application




Applicatie integratie — weblogic datasource (1/2)

ORACLE Weblogic Server® Administration Console -

I Qmmmmmdmpf Q

View changes and restarts Home »Summary of Depioyments > Summary of JDBC Data Sources >db.database.cyberark >Summary of D
Data Sources >db.database.cyberark >Summary of Deployments > Summary of JDBC Data Sources >db.dat:
Configuration editing is enabled, Future

changes will automatically be activated as you Settings for db.database.cyberark
modify, add or delete items in this domain.

Configuration ~ Targets Monitoring  Control  Security  Notes
Cyberarkdomain | Save |
B-Environment
gjmm“ Use this page to indude any addiional information that describes the configuration of this JDBC data
| B-Messagng S
i B-eC '
i +--Data Sources
{-“Multi Data Sources
“-Data Source Factories
+—Persistent Stores
—Foreign INDI Providers I
~Coherence Clusters
+~Work Contexts
—XM_Renistries

How do L..

"G

Optional inf
this configu

& M

* Create notes

Applicatie integratie — weblogic datasource (2/2)

& [6& [Zest ichenge [ verify [7Delete [q]Move [TIsendink
Account Details: Oracle-CYBERARK-Itsmapam001a

led
v [__comea ) tConyShnrtcutJ: Group: [None]
Policy ID: Oracle a8
Device Type:  Database
Safe: database
Name: oracle

Last verified:  13/12/2011 13:32:56

Last modified: PasswordManager (13/01/2012 13:17:04)
Last used: bobl (13/01/2012 13:16:31)

User Name: CYBERARK

Database: TPAM1

Port: 2003

Address: Itsmapam001a




Applicatie integratie — Java API

gsee javax.Servietr.nNTTp.HTUTpServier§doletr (Javax.serviet.nttp.HTTpServiet
/

werride

‘otected void doGet (HttpServletRequest req, HttpServletResponse resp) thro
PrintWriter out = new PrintWriter (resp.getOutputStream()):

// Sending the request to get the password
password = javapasswordsdk.PasswordSDK.getPassword (passRequest):;
// Analyzing the response

//out.println ("The password content is : " + passwo:
//out.println ("The password Address is : " + passwo:
//out.println ("The password keystore path is : " + passwo:

}
catch (PSDKException ex)

Applicatie integratie - authentication

- Authentication | Allowed Machines |

(& Add~
Value Extended In'
= Type: Hash (1 item)

. ADA4ESSD657D0288433C9B 12CaB4065005992068
= Type: 0S User (1 item)
weblogic

= Type: Path (1 item)
mﬁammmnmmmfm...




Wachtwoordbeheer via logon-account

SCl L eave emply to search all a

;WA

bobl (13/01/2012 13:49:10)
bobl (13/01/2012 13:49:10)
/tmp/integrationsoa.jks
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